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Terminology

Objectives

“ \
N\

derive ‘

_

* drive

guarantee accessibility > 99.999%
keep coverage > 90%

minimize power consumption
maximize throughput

KPI

maximize
throughput

guarantee
throughput

> 25Mpbs

Multi-objective decision making

Option 2, throughput as
priority

Option 3
Option 1

maximize
coverage

Option 2

Option 3,
meets SLA

Option 1

maximize
coverage
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Context

Any information that characterizes the situation

of the Network
(based on Schilit 1994 definition)

Examples:
Time Busy hour, time of the day, ...
Profile Cell type, Link type, ...
Environment User behaviours, service demands, ...
Location South Dublin, ...
Role NOC Operator, LTE Network Planning, ...

State & status Cell Outage fault, Path protection enabled,

3LConOnt: a three-level ontology for context modelling in context-aware
computing, Oscar Cabrera, Xavier Franch, Jordi Marco, 2017

Decision policy Decision policy

07:00-18:00 19:00-06:00
maximize Option 2, throughput as ! g?uaral:'tee! 1 option
throughput priority roughpu ‘
® oces
Option 1 Opten s —— ogm:
maximize maximize
coverage coverage
Context change can influence decision
making



ADN L4/L5 Business Drivers: Complexity and Mission
Critical Applications

Telco Network is costly to operate

Source: Ireland Research Center, SPO Lab

Telco Network complexity increases

Source: 3GPP Overall Architecture and Specifications including 2G, 3G, 4G, and 5G Systems up to Release-17

EU mid size operator with 10M subscribers with $450M OPEX

55% of OPEX is
network and
service
operations

3GPP Overall Architecture and Specifications

HUAWEI IRELAND RESEARCH CENTER, SNI Lab

Mission Critical Applications Assurance

Sources: ITU Network 2030 Blueprint, 6G 5GPPP Vision whitepaper

New use cases, from ‘Vertical’ industries

NW 2030 Use Cases

Towards Holographic Society
A
[

ﬂ

Industry, Digital Twin
Control of real objects through
Digital replica

Interactive Telepresence
Multi-site collaborations

Medicine, 30 Hologram
imaging

30 Scans with floating
view

Personalized Message
Delivery

Sarvice Network Fault Existing nfw - Receive messages in person Star
Management Planning T Wars way
Ongoing Network Customer n/w Planning Total Figure 1:Pervasic Holographic Media
Infrastructure Costs Maintenance Management . ) . . ) .
Mission critical applications require guaranteed assurance on network
= characteristics:
. ey Y i - increased bandwidth,
-~ 5G addition i - low latency,
Design Deploy Operate ) T [ 3 - full SeCUl’ity,
1 ] El , A B A a = 1 . - guaranteed reliability
Business  Service  Service Test Release Service Domain Monitor dapt or = i o Impossible for human operator to react quickly in assuring
4 Intent Design  Creation Orchestration Automatiop and Assure Jecomission Y =
4 4
Design time Run time Most frequent Operate in changing conditions, on shared resources
Figure 2: The enterprise service lifecycle activity

Stop OPEX
increase

Self-operating
new networks

o

Over 20% of Network OpEx can
be saved by ADN L4/L5 in
Monitor and Assure

(S90m OpEx savings from a total
of $450M)

Self-operating new NW
and Services

Stop OPEX increasefor - =~ =

existing NW and services

Specialized Services

Voice services for Vertical Industries

ivity Services

2010
‘ LTE

2020
=

Many mission critical applications and
their objectives, on potentially same
shared network resources, might
result in conflicts.

Changing conditions

User demand drifts

Service demand drifts

Radio conditions

Unplanned outages

New service/application introduction

Owner A

Owner B

Figure 5.1: 6G as a smart service execution platform.

Vision: ADN Autonomous assurance L4/L5
Self-healing

Self-optimization

Changing network conditions with unpredictable or even
unknown scenarios.
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https://github.com/nickel0/3GPP-Overall-Architecture
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ADN L4/L5 Autonomous Assurance: New Capabilities

AS IS: Humans Analyse and Decide TO BE: System Analyse, Decide and Explain

Table 7. Levels of Autenomous Networks

LO: . . . " 3
= ) ‘ B = Network State

Estimated effect of Autonomous | g : . - ;
Network State roposed Levels Operation & Oovirnton & rnomous | LA Rormaus | A omous | ftonomous (KPIs, alarms
KPls. alarms prop Maintenanc | pfyintenance | Networks Nelworks Networks Networks ' ' MAE-M Estimated
( tonnlo ) ' MAE-M decisions?!? Exeeution o s topology) = effects
pology Awareness P s s MAE-CN ADN L4/L5
MAE-CN 5 > Amalyes 3 s s Network Autonomous
N(_etwork_ Decision 3 s s configuration NCE Assurance
configuration NCE ntent/ . s framework
Experience Review and
c Applicability N/A Select scenarios All scenarios Context
ontext (user/service demands, approve
(user/service demands, people ( i System (aut ) location, time of the day, ...)
location, time of the day, ...) E' cope tmenua EI ystem fautonomass [ ]
N
R ST

BTl

Vision: ADN L4/L5 Framework for Autonomous Assurance

Network Operations

v

Insight Advice Set Objectives
* Audit

Monitor Analysis Planning Execution

From Human Assisting, To Autonomic Interactions

Objective driven autonomy formulation

From static and sub-scenario, To Self-adaptive intelligence

Objective status Forecasting What-if Comprehensive analysis Multi-objective decision making Coordinated execution

validation

Incident/Risk detection Anomaly Detection Classify Impact Analysis

Self-adaptive Intelligence (Environmental Learning: Network Conditions and Service Demand)

V2 HUAWEI
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Feedback from customers on ADN L4/L5
Autonomous Assurance new capabilities

Valerio Ceci, Vodafone Global
Automation Strategy Team
vodafone

“Positive the presentation of all the relevant data
while interacting with expert, this save lot of time in
investigating the network before to make an
informed decision.”

— TIM Massimo Bansi, Senior Standardization &
- - .
= = Innovation Manager

“I think that if someone in the Operation is confident that
this is what can be done, there will be a race to acquire the
solution.

It’s very elegant in its simplicity and effectiveness”

HUAWEI IRELAND RESEARCH CENTER, SNI Lab

Dr. Azahar Machwe, 0SS
Automation at BT (Al)

“It sparked off a lot of thoughts... so all
in all a successful conceptual demo!”

1A CIADN## = #1Demo

HEZRUFMEEREETR

ATIRAYEDS - RlRA ol fE

BEEBREX
1. Define automation objectives,
extracted from SLAs and intents

SLA/Intent
Objectives -
R ! ZAIF
6. Coordinate risk resolution with other Multi-
rbelevgnt ancri| ongz;ing rtiski and incidents objective
ased on shared context. — N
IXUBE A&
" Detect i i
Coordinate ! 2. Automatically Detect Risks that can
J:TK@*" Risk affect objectives.
Context-
aware
self-healing,
self-optimization S5
5. Learn from Approval Feedbackto increase Predict 3. Automatically Predict and Analyse
the accuracy of next suggested actions. Approve Impact impacts by calculating insights, what-if analysis
Jﬁ’i’%ﬂp?#ii?g and reasoning for suggested actions.
L1} i
Suggest Predictive
Trusted Preventive
Action

4. Suggest most probable action(s) to
mitigate the risks

XSS
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Agent trend approaching our Industry, Automation = Autonomy
Important for ADN L4/L5, brings autonomous decision making which we don’t have in our products

Source: Zero-touch network and Service Management (ZSM); Closed-Loop Automation; Part 1: Enablers, ETSI GS
ZSM 009-1 V1.1.1 (2021-06)

Standards
ETSI ZSM: Most complete thinking is in ETSI ZSM, over 3GPP
and TMF 8i:& 5%

Closed-loops automation (CLA) is unit of autonomy and is divided in many
cooperating management domains (MD)

All MnS

offered o
tozsm @ All MnS
consumers consumed /@ g , Coordination

by E2ESMD |

& Governance

L AllMnS A L Al Mns
() O/ consumed P, () ) consumed
Governance | Coordination | by MD Governance | Coordination | bY MD
w e | | w O |
Z5M scope
Figure 7.1-1: CL related management capabilities in the pi d

A convolution of the two classifications can be created resulting in Figure 8.22-1 and Figure §2.2-2.

Hierarchy: top CL governs child CL’s

@ “Q properties in decision making
@ @ Multi-Agent System

Figure 8.2.21: Hierarchical Closed Loops

o Peer CLs cooperate in joined

@ @ decision making

-

Agent é Flow

Figure 8.2.2-2: Peer Closed Loops.

Primary flow Flows are automation

parts, composing a
Closed Loop

| B3 Control flow
(E1, E2, E3, E4)

Knowledge-enablling flow
(K1, K2, K3, K4)

Closed-loop design (MAPE-K)
Monitor->Analyse-> Decide->Execute

action
This represents:
Managed resource, or

Managed service, or
Closed

EiaRFAILADEAD BRI, FERNRERAgent, HERRAY
RIS B RER R SE.

Agent

Source: Towards A Truly Autonomous Network, P. Imai, P. Harvey, T. Amin, April 24- 2020

Operator

Rakuten: Most complete architecture for Autonomous Networks

RimTEE
Evolutionary-driven autonomous network adaptation

Autonomy Engine

Knowledge Center Adaptation Factory
Knowledge Evolution Experimentation

Engine . Engine

Knowledge Center

Autonomous Control Plane

=T

K3 3 . -
2 zr‘- ’ W Sundis V| Savics W | Servs

.r Viusizsion Vialiaton @ -
I L iyt

Virtualaation.
Mo | i
tnfrenice Faredge Near edge

Limited verification on 2
use cases:

Traffic shaping and
MEC content
caching

[Minfastucivrs
fa  Bal

R = Vet i s sk VI8 = Wil fncien

Operation Controller is a unit of autonomy

Meta-Evalution Layer

%

Agent

Controller types:

- Operation Controller (OC),
controls Network elements or
other Ocs

- Evolution Controller (EC), to

evolve OCs

Meta-Evolution Controller

(MEC), to evolve ECs

N All controllers are organized in the

Figure 6: Conceptual controller hierarchy as separate layers. Single graph h ierarchy

Evolution Layer

Operation Layer

Can Act Upon

Multi-Agent System -

=== Controller design (SADA)
AControllerC¥ o
------------- === - Sense—>Analyse—>Decide>Act

Operation Controller evolution:

- OC can be improved using new
SW modules.

- Experimentation Manager

Agent evolution

ETEHRNOERE, LEEFISRAETREEREH, =6

%%E’JTEEM%H?Agent HETFi=HesiyEfsCIl BiEh.,
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Sources:
Ericsson Cognitive networks — towards an end-to-end 6G architecture, Jan 12, 2022
Ericsson presentation to TMF, June 2022

Competitor
Ericsson: Cognitive Networks A& %%
“Autonomous system which understands operational objectives given as

intents, and then determine complex sequences of actions to fulfil these
intents in the best way.”

Intent-driven Percepts
zero-touch control Sensor
Agent o
§ I tent %
)
Actions
Infrastructure that is
controlled by the loop Measurement agents .
(¢|||,) e . /
Multi- )
Agent Measurement
g What is going on in the system?
Assurance
System @® agents
Issues
Actuation I Actuatlon What needs to be fixed?
agents ‘) Implement
the solution!

/ Solutions
What can be done?
Evaluation I_

What is the preferred action?

\ / /Proposal agents

[e)=5—"
Evaluation agems\_ M

“Different control functions and algorithms will be assembled to form many
control loops, each with a different purpose. The procedures to dynamically
set this up need to be in place, as well as methods to govern the resulting
system of interconnected control loops.”

Control Loop

Function Function *=*+  Function ¢ Agent
Function Function Function
<+— Agent

Control Loop

Dynamically assembled A.D A

ZERMARS, Agentfi 2R, MENREFunction&RiZ4ER.


https://www.etsi.org/deliver/etsi_gs/ZSM/001_099/00901/01.01.01_60/gs_ZSM00901v010101p.pdf
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Software Technology Map for ADN Autonomous Assurance

Business
breakthrough Autonomous Data Management Autonomous Platform O&M

I N L ™
Autonomous ADN L4/L5 Capabilities R h Direction 1- Aut Decision Maki ( Research Direction 4 Research Direction 5:
Assurance o esearch Lirection 1. Autonomous Leglslon Making Autonomous Data Management Autonomous Systems Engineerin
/.
Multi-objective Optimal decision 2 4 o
> decision making making in different \  Safe Multi-objective decision policy EI&%EEE BERAETE
—' contexts | Multi-objective Many-ohjective Pareto Dynamic '
Mutti-objective What.if{-not) Assess the outcome of ZBix prioriisztion !
L : ) S healing or optimization '
decision making { analysis activities ) T e : Dynamic Agent construction
ZBEfnRE B - ) Dynamic objective re-prioritisation — ' S EBEA 2
§ ) ) Contextual decision making | - ¢ vt driven policy selection : ; -
) Safe Netwaork change Onling Simulation ERSORE / Obijective-driven, i Compose agent with automation flows
{ contextual data collection : Compose Algorithms as functions
ll and stroing i
i
C p——— Location. time of the Research Direction 2: Self—adaptivgslnteéigfnce 5
] - day, new service = Be i .
Adapt to dynamic C sefradaptive types, .. SEINEFS) ::r;cremgnE:_learr;mIg ructi i FHEEMATRER
¥ e —— . . . ynamic model construction i Contiunual Knowledge -
network environment \ Learn Enviromment :Iser ar:jd sernvice ConI]nuaILh;‘:;fnliEnn\flronment Context-driven policy specialization : Accumulation 9 Agcgmevo[utl?n
HIRSINEIERL / dynamics vemancs, Sarvice X g | Causal graph, estimates ! ’ BReE
impacting fauits, ... Propagation graph, predictions i Knowledge distillation and Automatically evolve Agents with
! transfer functions and on-demand CI/CD
] i
Explainable . - - . . . E
ATHRRE  Explain contextang  "elevant details Research Direction 3: Intelli %nt Interactions :
d‘ decisions reasons 13 ! SISFNRERER
i other alternatives XAl Explainable Contextual Decisions | ;
Cooperative C———\ feadback ‘ Human-m%r%ﬁe_\i_rgracﬂons ‘ Presona Knowledge ! D'_.fna;mg Kntqwledge
% o iy | ederation
o ME \ om ill_':;gp«;clions advice Multi-xXAl (System level) : y
{ focused audit ) . i Dynamic extansible Ontology
_ ; . Multi-Agent System U Neur bolic intearati
‘ M'J'T"QQEHL'HTE_‘@C“OHS Shared state and action models ' eur-symbolic integration
SRR E M2L-XA ;
N y, ;
ADN L4/L5 Heterogenous Computing . | .
Heterogenous ., autonomic computinh management, sel- o dynami_r.ally schedule Federated Dgla Processing i Dynarsnéﬁggﬁlri:,ldédmm
Cloud ‘\Computing Awareness ) evolution and seff-growth to meet the ' Distribuited Dynamic ) computing . - BRREERE
SE demand of vertical Scheduling at different locations according Dynamicly onfimized data : i
Gt S applications without manual intervention S to specific service 4 i : computing and context awareness
requirements flow operations ! Cloud-native and serverless
! functions
h AR :
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ADN L4/L5 Autonomous Decision Making

HUAWEI
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Multi-objective Interventional and Counterfactual Reasoning
A
Objective Objective Objective I e
N biective Objective ons *sﬁv*“” Contextual Causal Inference
\ N Trade-offs between potentially Was it the increased power that caused an
Counters, events, \ il + Action (e.g scale up VM) conflicting objectives |‘ increase in throughput of a macro Cell by 10%? Multi-modal input | | Causal relationship mining |
NwW g Rixes] + Configuration parameter value ———— Knowledge Graph
: Agent Had | not increased the power, would I still have Causal Construction
GDD Product (NCE, MAE) B observed an increase in throughput? Validation
E Modality 1
"h:]"re"‘(')'“’“ ":“E‘““;" Objective KPI "'\G“f:'(",) g’ Alarms M Time.Se.ries Attcutior.x
S Throughput 20% cell \ 13% increase gad:ah::s W Prediction Interpretation
oy el Modality 3 M | AD-DSTEN: Mechmaton
’ o KPls
x(5,0) pis. a.t) 20635 o “?.07‘
‘:'2':: 26208 o* g%ooq 2% increase
i Coverage Gain i
Network 25711 1 o 1L 1L
Environment ¥ ¥ Y
522" o o5° 58
Lifelong Many-objective Learnin : f ioi i . .
D ﬁamic\r,nultli obiective forrﬁulation in Safe RL Hierarchical Decision Making Contexifual Causal Graph ) Online Causal Estimation Online Causal Discovery
rJlntime ) - Guarantee safe network state, - Abstracted State and Action - Enrich c.ausal graph with context- - High-dimensionaility accurate predictions of - Identify new relationships
b ic trade-offs bet biecti based after executing a decision representation expressing confounder's. objective KPIs per suggested action - Adapt Causal Knowledge for
- ynamic rad €-olTs between objectives, based . Gyided explorations based on - Hierarchical problem decomposition - SU'DPOFt accurac.y-for different context- Less data needed high accurate estimations
on contexltl- r(ljven Erlorltle; " b predefined safety - Coordinated actions in different levels of driven NW conditions
- Dynamically identifying and adding objectives :
abstraction ~ : :
in sample efficient way (limited data) NeurDo Sym.btillcli(nﬁwlzdge Riafsonmgl . i lanni
- Hybrid of policy-based RL and many-objective ) Dynam!c ook-anhea se.‘;rg hor.rea tm?e ac {ong anr;lng .
Evolutionary Optimization for dynamic utility - ynamic construction o ehaviour traje.\ctorles ased on propagation
functions Autono s Data Management knowledge graph and predictive modelling
- Incident and Risk propagation estimations
Historical Data ,  Automated Data Data processing needed for decision making Objective 1
Mining Symhols W
777777777777777 | Objective 2
e y “I v Ve [ N
i onbemend oot | ' Objectivels) - [ Struetural Models Objectives Models }
irvoon B Objective 3 [ 1 Creoors | | -
| | l - . e | (PR | —
: v Smart pipelines for continuous Data Uncertainties | senarvour Hogels
H WETEEHE : H Controller iE Servin i i e e S ‘ Coaming Camoat - )
; Collector L ' i na o g Dynamic Knowledge Federation [objecives | Environment Environment Leaming e
! ! | "o A _ i_abi i i . erive Ben: nowledge graj
! lghtweh poeline : D earcppane B> Multi-objective, automatically - Knowledge Design == natiour - Knowledge graph J
| : | ng . . . Ontology
| et . bt adjust data collection - Knowledge, Packaging and g ( ; N
[ . & - Reduce data collection Transfer STt sstmalor | i |
| Digital Twin Perception ! - Assure data quality - Neuro-Symbolic Integration CEIEEE T e L Digital Twin )

Scenarios

» Add new objectives from new services or network features FrsME
» Network conditions changing, existing network features/services require optimization &
» Changing priorities of objectives for optimization, require network re-configuration Friz=

Add objectives,
' zero product change /"

\ No upfront design effort
to add new objective

Priority change of many '\ Prio 1 maximize throughput

objectives

/ Prio 2: maximize coverage

Technology breakthrough

Multi-objective control policies that guarantee safe

operation of mission-critical network systems at all times.

Fast decisions within minutes/hours, not days/weeks
Reduce data processing 10x

Scenarios
* Assess remediation of Self-Healing and Self-optimization actions before c
*  What-if (hypothetical) analysis

. Accurate estmating the
) effect of a decision
/' on Objectives KPI

. Technology breakthrou
High accuracy _

hanging the NW

gh

Scalable causal inference

- Autonomous effect estimate prediction with >90% accuracy

e ..\ No data for all decision -
Limitted d.ala for !ralnlng ) combinations to learn

| decision making 7 trom -
wej Con

Adapting to NW environment changes
Use 50% less data for online on-premise training.

-



ADN L4/L5 Self-Adaptive Intelligence

Continual Network Environment Learning

Learning Data mode Operating Self- Adapt to LLGET S ) Universal Continual
methods premise extension concept dl’lfts domain ShIﬂS model accuracy
(S diffe -3

I BN BN BN BN Em Em . Improvement

Incremental Batch Off-premise No Yes (siow) No No No
On-premise (catastrophic (needs retraining)
forgetting)
Online Stream On-premise No Yes (fast) No No No
Continual Experience (catastrophic (needs retraining)
forgetting)
il Transfer Batch On-premise Yes No Yes No No
Continual Learning
Q Multi-task Batch On-premise  No No No Yes No
2 i (tasks
Off-premise ooy
learned)
Model Guidance Continual Stream or On-premise  Yes Yes (fast) Yes Yes Yes
(°°“°"3” Online Batch
Source §3% |
Knowledge \& N

Continual Learning Framework

Stream-based online learning.

Dynamically adapting modular DNN architecture

- Modular components that are reused/shared across tasks and scenarios,
with a learning update that only affects a subset of parameters (major
focus on forward transfer of knowledge).

Progressive Neural Networks

- Lateral connections enable transfer of experience from prior tasks to a
new task, thus reducing training data size required to achieve high
accuracy.

- Separate columns are trained for each task and previously trained
columns are frozen, thus ensuring the model is immune to catastrophic TAsK1
forgetting.

Continual Surrogate Model

Context

Network State

TASK 2

Configuration

Data on-premise, \ Not feasible to collect data Technical Challenges
no transfer off-premise / from customer(s) 1. Online storage for training data is limited — we cannot keep all data we collect
- . Minimal access to previous tasks.
Continually maintain high accuracy in prediction and in decision making of existing objectives.
. No impact on existing tasks
. Minimising catastrophic forgetting

Large number 2
configuration parameters,
counters, KPls

High-dimensionailty,
Context changes

Existing objectives in

Keep high accuracy changing conditions . Keep learning effective as new tasks arrive in a sequence (Maintaining plasticity)
continually mew O:IGC;IWES *  The model should be capable of fast adaptation to novel tasks or domain shifts.
0 code change 3. Establish high accuracy in prediction and in decision making faster and with less data when

Improve Al models

dynamically adding new objectives.
continually

Maximising forward transfer: Learning a task should improve learning efficiency (faster
convergence with less data) and performance of future tasks.

) On context change
No code change .

HUAWEI IRELAND RESEARCH CENTER, SNI Lab
Autonom Data Management
New objectives, KPIs,

counters, ) ; Surrogate

mnﬂguraltmn Continual NW surrogate learning Model version

parameters v

New knowledge based on \
— AN
Knowledge ‘Continual Deep model Learning — ST RL policy
Model version

) :> AN policy training N+t

Prior sliding windew samples, A context N
(e.g. 1 week of aggregted changes >

data) insights v

Data :‘lj Contextldiit Context-driven
Intelligent halthmg Intelligent detection i
(KPIg, alarme, :> (sliding window) iy control policy

topology, CM) specialisatinn

Intelligent data batching and sampling Continuous Knowledge Accumulation
Reduce data retention for online - Context extractions

training (weeks to days), using - Unknown situation detection
dynamic batching and sampling

Continual Policy

Configuration

TASK 1 | TASK 2

Network State

Scenarios
* Network environment prediction and control models self-extension for network optimization
» Accurate NW optimization/healing decisions in changing NW conditions

Technology breakthrough
Self-extended Deep Learning/RL structure and training done online, with no code change
- NW environment prediction kept with >90% accuracy,
- Adapting to NW environment changes from weeks to hours (>50% data reduction)
- Efficient data processing for online on-premise training, require no new CPU/mem req.

&2 HUAWEI




ADN L4/L5 Intelligent Interactions

Sources:

HUAWEI

Explainable Contextual Decisions

Explainable Artificial Intelligence (XAl): Concepts, taxonomies, opportunities and challenges toward responsible Al, Information Fusion, June 2020

Machine Reasoning Explainability, Ericsson Research, Dec 2020
Ericsson Technology Review Explainable Al — how humans can trust Al, April 2021

XAT's future

research arena

Black-box models

High B
+ ‘Post-hoc’ explainability
g needed s P ot e
b Internal structure that does et | |
g not follow human logic e Repicaven
_— o~ b
z Transparent models l/ \
] +  Easy to interpret N ) e,
= « Internal structure redicton. \ Appiicato
. dasifeatn can Solution .
and design follows == { oeancai] -+ { “sower | Pianer |
Lo » human logic
Low - gk ‘ | | |
Model interpretability ; i i
4 4 A 4 L 4
Latency Rule Constraint Planner details,
- ML based solver (procedural reasons
Transparent design methods predictor RCA knowledge
x 1 -based)
Black-box Y » Decision Tree
ML model M, + (Fuzzy) rule-based learning <:
p= * KNN System level
V3 {1 Yes, | understand
Prediction

Explanation

XAl Post-hoc and Model Fusion

- Post-hoc explainability of deep learning models for
risk classification and network configuration parameter
control based on a mixture of time-series and tabular
data.

- Hybridisation of Neural Networks with Symbolic
Knowledge, i.e. causal graph and contextual
information.

; g . RAN Operator
Customnz: kllc|>,soperator's NOC Operator

System level (Multi-XAl) Explanation producing

framework

- Automatically produce explanations with
scores >90%

- Online continual improvement of
explanation producing system, through
feedback from human user or through
context drifts

Technical Challenges

2.9

Explanations | E.g.Contributing features,

tailored to facts, justifications.

user model Suggested actions to
change outcome

Q: Why are intents (not) fulfilled?
Sub-system level

Explainer

IRELAND RESEARCH CENTER, SNI Lab

Use hybrid
(transparent and
black-box) methods

(Level 3) System level Generalgd
N Transparent Multi-XAl explanation
How have alternatives been Exolol e B Models Multi-model Explanation
weighted, conflicts resolved? What MGl xplainer N .
can be done to improve? (Level2) (Level2) Fusion ?rr;ducgi
N
) Post-hoc VAN or
_ / — —Il_,r feedback External
/, ~—__ Dynamic system
Feature /Rules Constraints \‘\\.}\\dluns Cmmex‘[ual
attribution / —
Explainer Explainer Explainer Explainer and Persona
(Level 1) (Level 1) (Level 1) (Level 1) Knowledge
Pradiction/ NW
classification Cause Solution Pl conditions
‘ Moats [T -|nmgnm rrrrrrrrrrrrr -{ Solver [----nirori s -{ Planner }—-"“ Chumexl
change

Multi-Agent (M2M) XAl

- multi-vendor agents/ Al components -
interfacing with each other to meet high-
level intents

- Hybridisation with Multi-Agent Systems -
protocols.

Scenarios

Dynamic Contextual and Persona Knowledge

Persona-driven explanations, driving
abstractions and/or levels of details required
for quick understanding

Contextualized and customized explanations

* Single domain explanations of self-healing and self-optimization
» Cross domain explanations of self-healing and self-optimization

Explain context

NW Planner -

Busy hour
) Concert event
Commuting

Abstract information mode

Improve from feedback, \ Provide more relevant

no code change

information

DNN black box models are hard to explain (BRIEEIELIARRE) Technology breakthrough

- Generate contextual and persona specific system level explanations for decision making,

Combining transparent model (rule based) and black-box into more informative automatically

explanation (BREREAWEEX)
) o - Relevance score >90%, measured by human feedback

Context change results in reduced accuracy of black box models, which is hard

to explain  (FERRASEERER ETER) =

Informativeness score > 90%, measured by human feedback
=ruawercornmuaenual —


https://www.sciencedirect.com/science/article/pii/S1566253519308103
https://arxiv.org/pdf/2009.00418.pdf
https://www.ericsson.com/49876b/assets/local/reports-papers/white-papers/explainable-ai-how-humans-can-trust-ai_whitepaper.pdf

NS

IRELAND RESEARCH CENTER, SNI Lab



