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Data Transfer Unit

* supports memory access and message passing
» provides a number of endpoints
» each endpoint can be configured for:
» accessing a contiguous piece of memory
* receiving messages into a ring buffer
» sending messages to a receive endpoint
» configuration only by kernel

» used directly by application
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* microkernel-based system for heterogeneous many-cores

» implemented originally in C++, since 2019 in Rust

* mechanisms for running code on tiles, memory, and communication
» system services implemented outside the kernel

» kernel manages permissions using capabilities

» DTU enforces permissions using endpoints

» kernel has no ISA-specific code
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» performance comparison of M® and Linux 3.18

» based on Cadence’s cycle-accurate Xtensa simulator
» M? with scratch pad of 64KiB each for instructions and data
» Linux with instruction and data caches of 64KiB

» time for cache-line fetch == time for read with DTU

» equal compute performance of the cores
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A new design point for trustworthy and heterogeneous SoCs
» DTU abstracts heterogeneity by providing a common interface
» M?kernel programs DTUs remotely

» supports untrusted code and untrusted cores within the tiles

» application performance comparable to Linux

Limitations

» rudimentary support for accelerators

» no support for caches and virtual memory
» no multiplexing within tiles

» only a single kernel instance
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Accelerators and OS Services
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Generic Protocol for Data Streams

File protocol:

FET (i = e Data in memory
(eli) req(in/out) (srv) o Msg channel between client and server
/\ » req(in) for next input pi
put piece
DTl:J > \/ ®DTU » req(out) for next output piece
\ resp(pos,len) e Server configures client’s memory EP
- DRAM o Client accesses data via DTU

o Used by all CUs
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» applications fetch new messages directly from the vDTU

» if there are none and other apps are ready, TileMux is invoked to block

» race condition: check for new message and blocking (like lost wakeup)

Solution
» VDTU tracks number of messages for current application

» privileged interface can atomically switch to a new application
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M®x - Original DTU
» if receiver is blocked, incoming messages cannot be stored in memory
» because the receive endpoint is not available in the DTU

» fall back to slow path by forwarding message via the OS tile

M>v - Virtualized DTU

» the vDTU knows all endpoints at all times, can always store the message
» if owner of receive endpoint is blocked, the vDTU injects an interrupt

» TileMux marks the receiver as ready

» OStile never involved, TileMux only involved if receiver is not running
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DTU Size and Complexity

LUTs [k] FFs[k] BRAMs

h Barkhausen Institut

BOOM 143.8 71.8 159
Rocket 46.6 22.0 152
NoC router 3.4 2.2 0
vDTU 15.2 5.8 0.5
Control Unit 10.3 3.3 0.5
NoC CTRL 3.2 1.5 0
CMD CTRL 7.1 2.8 0.5
Unpriv. |F 6.2 2.5 0.5
Priv. IF 0.9 0.3 0
Register file 2.0 1.0 0
Memory mapper + PMP 0.6 0.2 0
/0O FIFOs 2.3 0.3 0
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Performance Comparison with Linux

» LevelDB receives requests from remote machine, sends results back
» requests generated by YCSB, different shares of read/insert/update/scan
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