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Arm Architecture

 Arm develops architecture specifications.

e Architecture describes the envelope of allowed and forbidden behaviours that implementations must adhere to —in that

sense the Arm architecture presents a unifying view of the variety of hardware Arm implementations, which are in phones,
tablets, laptops and servers.

e  Orthe other side of the same coin: architecture describes what software developers can rely on coming from hardware.
* For example the following message passing behaviour (MP) is allowed by the Arm architecture:

AArch64 MP

{
0:X1=x; 0:X3=y;
%:X1=x; 1:X3=y;

PO P1 ;
MOV WO, #1 LDR We, [X3] ;
STR W@, [X1] | LDR W2, [X1] ;
MOV W2,#1 ;

STR W2, [X3]
exists(1:X0=1 /\ 1:X2=0)

e Within the Arm architecture group, | am in charge of the memory model.
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Arm’s memory model

* Since 2016, Arm’s memory model has been the subject of a formalization effort.

*  We write our memory model in a language called cat, which has a formally defined semantics;
hence all models written in cat have a precise mathematical meaning.

* The cat language is also used to describe the Linux kernel memory model, but also C++, RISCV...

* This language drives a collection of tools (see diy.inria.fr), amongst which:
- The herd7 tool takes as input a cat model and a litmus test, and returns the architecturally permissible
behaviors of that test under that model;
- The diy7 tool generates systematic families of litmus tests;
« The litmus7 tool runs those tests on hardware.

* Therefore a cat model is a formal, machine-readable and executable artefact.

*  We upstream extensions to the model and the companion tools regularly:
https://developer.arm.com/architectures/cpu-architecture/a-profile/memory-model-tool

* We have written a number of tutorials on how to use the tools.
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diy.inria.fr
https://developer.arm.com/architectures/cpu-architecture/a-profile/memory-model-tool

Our tools are available

The releases and documentation can be found at:
https://diy.inria.fr/

The development version is at:
https://github.com/herd/herdtools?

The web interface to the Armv8 cat model, including the VMSA extension, is at:
https://diy.inria.fr/www

5 Confidential © 2020 Arm Limited a r m


https://diy.inria.fr/
https://github.com/herd/herdtools7
https://diy.inria.fr/www

Tutorial blogs are available

How to use the herd?7 simulator:
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/how-to-use-the-memory-model-tool

How to generate tests with the diy7 test generator (including a configuration file to feed to diy to generate interesting tests):
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/generate-litmus-tests-automatically-
diy7-tool

How to run tests on silicon with the litmus7 tool:

https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/running-litmus-tests-on-hardware-
litmus7

How we have extended our testing and modelling to page table related concerns:

https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/expanding-memory-model-tools-
system-level-architecture

How we have extended our testing and modelling to Memory Tagging and Morello:
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/memory-model-tool-morello-and-
some-memory-tagging
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Executing the model using the herd7 tool
Demo in web interface: https://diy.inria.fr/www

MP is Allowed MP+DMB.ST+DMB.LD is Forbidden
AArchc4 MP AArch64 MP+DMB.ST+DMB.LD
{ {
0:X1=x; 0:X3=y; 0:X1=x; 0:X3=Yy;
1:X1=x; 1:X3=y; ;‘X1=X; 1: X357y,
}
PO Pl :
PO | P1 : | ’

’ MOV WO,#1 LDR WO,[X3] ;

MOV WO,#1 | LDR WO,[X3]; STR WO,[X1] | DMB LD ;
STR WO,[X1] | LDR Wg&,[X1]; DMB ST LDR WQ,[X1];
MOV W2,#1 ; MOV WR,#1 :
STR W2,[X3] ; STR W2,[X3] ;
exists(1:X0=1 /\ 1:X2=0) exists(1:X0=1 /\ 1:X2=0)
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https://diy.inria.fr/www

Armv8 memory model at a high level

 The Armv8 memory model gives ordering requirements over memory accesses,

9

intuitively stating which local orderings must be respected by hardware — those are
called hardware requirements.

Those constraints forbid certain shapes in program executions.

For example the External visibility requirement forbids cycles in the Ordered-before
relation, which consists of local orderings (Hardware-required-ordered-before relation)
and interactions between threads (Observed-by relation).
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Correspondence between Arm cat model and Architecture Reference Manual

Section B2.3

In cat

let rec ob = obs
| hw-reqs

irreflexive ob as external

10 Confidential © 2020 Arm Limited

In English

Ordered-before

An Effect E1 is Ordered-before an Effect E2 if and only if
one of the following applies:

* E1lisaRead or Write Memory Effect RW1, E2 is a
Read or Write Memory Effect RW2 and RW1 is
Observed-by RW2

 E1is hardware-required-ordered-before E2

e Elis an Effect E3 and E3 is
E2.

External visibility

An architecturally well-formed execution must not exhibit
a cycle in the ordered-before relation.

arm



Executing the model using the herd tool
Demo in web interface: https://diy.inria.fr/www

MP is Allowed MP+DMB.ST+DMB.LD is Forbidden
Thr;:i 11 p:’ o {\
ix:Wxq=0 po q\\
LN
LN L L
I
b: Wy=1 ]| /
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The diy7 test generator

+ +

https://community.arm.com/developer/ip
-products/processors/b/processors-ip-
blog/posts/generate-litmus-tests-
automatically-diy7-tool

+ + + +
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Generating one test with the diyone7 tool

Demo on the command line

Execution of the MP test The cycle at play: Using diyone7 to generate MP
“PodWW Rfe PodRR Fre”

On the command line:

diyone7 —arch AArch64 “PodWW Rfe PodRR Fre”
* Program order on Thread O

between a write of location x gives:
Thread | (event a) and a write of location y AArch64 MP
¢ Ry=l S (event b) -> PodWW {
W " \ * Read-from from the write of y on 0:X1=x; 0:X3=y;
/ Thread 0 to the read of y on 1:X1=x; 1:X3=y;
« rf& Thread 1 -> Rfe )
Thread 0 \ v
cweel <L 2heco | b ke * Program order on Thread 1 PO | P1 ;
M between a read of y (event c) and MOV WO,#1 | LDR WO,[X3] ;
iy Wyq=0 o a read of x (event d) -> PodRR

STR WO,[X1] | LDR W2,[X1];
\‘{ @ / *  From-read (Coherence-after) from MOV W2,#1 |
O the read of x on Thread 1 to the ’

write of x on Thread 0 -> Fre STR Wg,[X3] |
exists(1:X0=1 /\ 1:X2=0)

b
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arm The litmus7 test harness

https://community.arm.com/developer/i
p-products/processors/b/processors-ip-
blog/posts/running-litmus-tests-on-
hardware-litmus?



https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/running-litmus-tests-on-hardware-litmus7
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/running-litmus-tests-on-hardware-litmus7
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/running-litmus-tests-on-hardware-litmus7
https://community.arm.com/developer/ip-products/processors/b/processors-ip-blog/posts/running-litmus-tests-on-hardware-litmus7

Running tests on hardware with the litmus7 tool

Demo on the command line

e We can run a test on hardware, as follows:
litmus? mp.litmus

* The tool then reports which final states have been observed during the runs.
* Itis possible to run a set of tests at once.

* Itis also possible to prepare a set of Arm tests on an x86 machine (for example) using
cross-compilation, then to copy those compiled tests on an Arm machine and run them
there.

* The litmus7 tool can be useful for post-silicon validation.
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Virtual and physical memory

* |nthe previous examples | showed, we assumed that ‘X" and Yy’ were physical memory
locations.

e But usually one interacts with virtual memory addresses rather than physical memory
directly.

* Virtual memory gives an abstract view of the physical memory resources, which

amongst other benefits:

- frees software developers from having to manage a shared memory space, and
- affords them more memory than might be physically available.

 The mapping from virtual addresses to physical locations resides in a collection of page
tables.
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Page tables

* Page tables are used to translate the virtual addresses seen by software into physical
locations used by the hardware

* Each page table entry (PTE) holds a flag indicating whether the entry is valid or not:
- If itis valid, reading the PTE gives the physical location corresponding to a virtual address;
- If it is not valid, accessing a virtual address via that PTE raises a fault.
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Translation Lookaside Buffers

* A translation lookaside buffer (TLB) is a special cache that stores the recent translations
of virtual memory to physical memory.

* Arm provides a special instruction called TLBI to ensure that this special cache is kept up
to date.

* Part of the complexity of modelling VMSA is to understand exactly what TLBI does.
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Extending litmus tests
and tools _



Extended litmus test format

PTE values and faults

A variant of MP: MP-pte

AArcho4 MP-pte

{
pte_x=(valid:0,o0a:phy_x);
0:X2=pte_x;
0:X1=(valid:1,0a:phy_y);
1:X3=x;

y=1;

0:X8=z; 1:X8=z;

¥

PO | P1;

STR X1, [X2] | LDR W7, [X8] ;
MOV W7,#1 | LO:LDR W4, [X3];
STR W7, [X8] | ’

exists(1:X7=1/\fault(P1:L0,x))
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MP-pte in words

e Starting from an initial state

where the page table

entry pte_x (which by default
points to the physical

address phy_x) is invalid (because
the valid bit is set to 0), and
where y holds the value 1

* Athread PO updates the page

table entry pte_x, making it not
only valid but also pointing to a
different physical address phy_y,
and setsupaflagztol

 Athread P1 reads the flag z, and

reads x

New syntax

*  The initial state can now refer to a new

type of value, which corresponds to
page table entries. For example in the
initial state for MP-pte, we

have: pte_x=(valid:0,0a:phy_x).
In words, this says that the page table
entry for X is initialized so that its
valid bitis 0, and so that it points to a
physical address phy_x

* Inthe final clause, we can now specify

whether an access is expected to fault.
We can do this using labels in the body
of the test (see label L@ on thread P1).
For example, in the final clause for MP-
pte, we have: fault (P1:L0,x). In
words, this asks whether the access at
line L@ on thread P1 can provoke a
fault relative to address X.

arm



Extending the herd tool

* To model page table related concerns, we added several features to the herd7 tool,

amongst which:
- A new notion of PTE accesses;
- A new Fault effect and the ability to ask whether a litmus test can fault.
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Translation-intrinsically-before

In cat In English

let tr-ib = An Implicit PTE Read Memory Effect R1 is
[R & PTE & Impl; i [Bl; ; M &

Exp | FAULT] Translation-intrinsically-before an Explicit
Read or Write Memory or a Fault Effect E2 if
and only if all of the following applies:

*  R1is before a Branching Effect B3 in the
,and

. B3 is before E2 in the
order.
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lllustration: semantics of LDR

c: W[PTE(x)]q=(0a:PA(x))
Init

irf

d: WPA(x)]g=1
Init

Thread 0

proc:PO0 poi:0

a: R[PTE(x)]NExpq=(oa:PA(x))

LDR X2,[X1]

rf

b: R[PA(x)]q=1
proc:PO poi:0
LDR X2,[X1]

f: Branching(pred)(valid:1 && af:1)
proc:PO0 poi:0
LDR X2,[X1]

arm




’ i: W[PTE(z)]q=(0a:PA(z))
Init

J: WIPTE(y)lq=(0a:PA(y)) ‘
Init

n: W[PA(x)]q=0 ‘
Init

f

Execution of MP-pte S———

pmc P1 poi:0
LDR W7,[X8]

v: Branching(pred)(valid:1 && af:1)
proc:P1 poi:0
LDR W7,[X8]

AArche4 MP-pte
{ f

e: R[PA(z)]=1
proc:Pl poi0 |l@—( |

ptE_X=(Va-l.ld: 0, Oa.: phy_X) ’ LDR W7,[X8] \
@ . X2 = pt e_X ; ’ k: WIPTE()Iq=(0a:PA(), valid:0) ‘

0:X1=(valid:1,o0a:phy_y); T fa i
f: R[PTE(x)INExpg=(0a:PA(x), valid:0) a: W[}’TE(XB]q_(oa PA(y))

1 [ ] X3 —X [ ] proc:P1 poi:1 F proc:PO poi:
n —_ I LDR W4,[X3] STR X1,[X2]

y=1; \
@ . X8= 7 ; 1 . X8= 7 ; y: Branching(pred) b: RIPTEG INEXpa=(0a:PA () / .

proc:P1 poi: proc:P0 poi:
LDR W4,[X3] STR W7,[X8]

Iy :
PO |

STR X1, [X2] | LDR W7,[X8] ;
MOV W7,#1 | LO:LDR W4, [X3]; | /
STR W7, [X8] | ' b
exists(1:X7=1/\fault(P1:L0, x))

*m

-

1 z: Fault(R Joc:x, MMU:Translation) s: Branching(pred)(valid:1 && af:1 && db:1)
proc:P1 poi:1 proc:PO poi:2
LDR W4,[X3] STR W7,[X8]

ev28: Branchmg(pred)(vahd 1 && af:1)
proc:P1 poi:2
LDR W4,[X3]

m: W[PA(y)lg=1
Init
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LDR W4,[X3]




Extending the litmus tool

To run those page table tests, we have extended our litmus7 tool
sh MP-pte/run.sh

* The litmus7 tool can now generate the sources for a binary that runs as a Virtual Machine (VM).

e To run litmus tests in a VM, litmus7 builds on kvm-unit-tests. The kvm-unit-tests project was

originally intended to test the Kernel-based Virtual Machine (KVM) features, and litmus7 uses
its functionality to generate litmus tests that can run in a VM.

* By doing that, we can control and make changes to functionality that typically would be
provided by an operating system running in EL1. For example, the test can set up and control
translation tables and the Memory Management Unit (MMU), or devices available to the VM.

* We also have the ability to run those tests bare-metal.
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arm A cCopy-on-Write example
_ from Linux _



A user-level example: coRR

AArch64 coRR

{ Initially we have aVAxwithwalue'l.
FREEL; 0:X2=x; 2:X2=x;
1 Thread P2 updates x to 2.

Thread PO reads x twice.
PO P2 ’ Itmustinotiberthercasethat Thread PO
LDR W@, [X2] MOV Wa, 2 ’ first sees the updated value 2 then the
LDR W1, [X2] STR W@, [X2] ; stale value 1.

mexists 0:X0=2 /\ 0:X1=1
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A user-level example: coRR

AArch64 coRR

{

int x=1; 0:X2=x; 2:X2=X;

}
PO

LDR W@, [X2]
LDR W1, [X2]

P2
MOV WO, 2
STR W0, [X2]

~exists 0:X0=2 /\ 0:X1=1

28 Confidential © 2020 Arm Limited

"
’
"
’

"
’

Thread O

a: R[x]=2
proc:PO poi:0 |
LDR WO0,[X2]

PO

e

b: R[x]=1

proc:PO poi:1
LDR W1,[X2]

c: W[x]=2
proc:P2 poi:1
STR WO,[X2]

arm



coRR within the context of the OS

?A"Ch64 CORR-05 e System software should not work in a way that

int x=1: 0:X2=x: 2:X2=x: breaks the user-level model.

}
PO

* So even if the OS is doing some work in the

P2 ; background, coRR must still be forbidden.

-

|
LDR W@, [X2] |

LDR W1, [X2] |
~exists 0:X0=2 /\ 0:X1=1

| MOV Wo,2
| STR W0, [X2]

- - - - - - - - -
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A Copy On Write example from Linux — courtesy of Marc Zyngier

AArch64 CopyOnWrite

p Here is the sort of work that the OS (thread P1
int x = 1; int y = @; int z = 0; here) could be doing in the background:
pte_z = (oa:phy_x); 1:X7=(oa:phy_x,valid:0); ;
1:X6=pte_x; 1:X8=pte_y: - disable all accesses to the VA of x
0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X; . . .
) - copYIthEVEIGUE of the physical location of x (via
PO | P1 | P2 ; the VAz)toy
(x 'Break' ie invalidate 'x' VA x) .
| STR X7, [X6] | ; - make x an alias of y
| LSR X3,X2,12 | ;
| DSB ISH : P1’s work should be transparent to PO and P2,
| TLBI VAAELIS,X3 ; meaning the memory accesses of PO and P2 should
| DSB ISH ;

be unaffected by the remapping and copying by P1.

|
|
|
(x memcopy from old (through 'z') to new x)
|
|
|

| DMB ISH ;
(* update 'x' pte x*)
LDR W@, [X2] | LDR X1, [x8] | MOV Wo,?2 ;
LDR W1, [X2] | STR X1, [X6] | STR Wo, [X2] ;

~exists 0:X0=2 /\ 0:X1=1
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Breaking this down a little
rened copyinuirite Initially we havel@iVAXWithvaluert) a VA y with value

RERIEN int v = @; int z = o; 0 and a VA z with value 0. The VA z is an alias of x, in
pte_z = (oaiphy_x); 1:X7=(oa:phy_x,valid:0); other words, the PTE of z points to the same PA phy_x
1:X8=pte_y; as the PTE of x does.
0:X2=x; 1:X2=X; 1:X10=2z; 2:X2=X;
} ’ * DR ‘ ’ Thread P1:
'(’i reak (Ie '_’i idte 'y WI\ Pi) ?  invalidates the VA x by setting the valid bit of the
le 1nvall X
| STR X7, [X6] | : PTE of x to 0.
| LSR X3,X2,12 ; * makes@acopyiof the value of the PA phy_x
: gi:II\S/:AElIS . (accessed via the VA z)lintoy

* overwrites thelPTE of X with the PTE of .

I
I
I
| DSB ISH |
(* memcopy from old (through 'z') to new x)
I I

I

I

| ; Thread P2 updates x to 2.

| DMB ISH ; :
(x update 'x' pte %) Thread PO reads x twice.
LDR W@, [X2] | LDR X1, [X8] | MOV wo,2 ;

LDR W1, [X2] | STR X1, [X6] | STR WO, [X2] ;

| ~exists| 0:x0=2 /\ 0:X1=1 Thread PO first sees the
updated value 2
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Explaining the synchronization in this example

AArch64 CopyOnWrite
{
int x = 1; inty = 0; int z = 0;
pte_z = (oa:phy_x); 1:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;
0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;
¥
PO | P1 | P2
(x 'Break' ie invalidate 'x' VA x)
| STR X7, [X6] |
| LSR X3,X2,12 |
| DSB ISH |
| TLBI VAAE1IS,X3 |
| DSB ISH |
(x memcopy from old (through 'z') to new x)
| LDR W5, [X10] |
|
|

| STR W5, [X4]

| DMB ISH
(x update 'x' pte x)
LDR W, [X2] | LDR X1, [X8] | MOV Wo,?2
LDR W1, [X2] | STR X1, [X6] | STR Wo, [X2]

~exists 0:X0=2 /\ 0:X1=1
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Initially we have a VA x with value 1, a VA y with value
0 and a VA z with value 0. The VA z is an alias of x, in
other words, the PTE of z points to the same PA phy_x
as the PTE of x does.

Thread P1:

invalidates the VA x by setting the valid bit of the
PTE of x to O.

uses a TLB synchronization sequence

makes a copy of the value of the PA phy x
(accessed via the VA z) into y.

uses a DMB barrier
overwrites the PTE of x with the PTE of y.

Thread P2 updates x to 2.
Thread PO reads x twice.

It must not be the case that Thread PO first sees the
updated value 2 then the stale value 1.

arm



Explaining the DMB barrier

AArch64 CopyOnWrite
{

int x = 1; inty = 0; int z

= @;

pte_z = (oa:phy_x); 1:X7=(oa:phy_x,valid:0);

1:X6=pte_x; 1:X8=pte_y;

0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;

¥
PO | P1

| P2

(* 'Break' ie invalidate 'x' VA x)

| STR X7, [X6]
| LSR X3,X2,12
| DSB ISH
| TLBI VAAE1IS, X3
| DSB ISH

(*x memcopy from old (through
I

I
| DMB ISH

(x update 'x' pte x)

LDR W@, [X2] | LDR X1, [X8]
LDR W1, [X2] | STR X1, [X6]
~exists 0:X0=2 /\ 0:X1=1
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I
I
I
'z') to new x)
I
I
I

| MOV Wo,?2
| STR W@, [X2]

The DMB barrier on P1 ensures that the STR

WS5,[X4] and the LDR X1,[X8] are not reordered. In

other words, this ensures that when P1:

- makesa'copyof the value of the PA phy x

(accessed via the VA z) into y.
* uses a DMB barrier
e overwrites the PTE of x with the PTE of y.
The copy is done ahead of the overwrite.

arm



Definition of the DMB barrier

In cat In the Arm ARM (see page B2-177 in J.a)
(x Barrier-ordered-before x) Barrier-ordered-before
let bob = A Read or Write Memory effect RW1 is Bakfiers
po: [dmb.fulll; ppo orderedsbefoneja Read Memory or write effect RW2
(] from the same Observer if RW1 appears in program
order before RW2 and any of the following cases
apply:

RW1 appears in programorder-before a DIVIB FULL
that appears in program order before RW?2.

[...]
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Let’s try and run this test — No TLBI sequence
sh CoW/run.sh -r 20k -s 500 | tee CoWNoTLBISequence.result

AArch64 CopyOnWriteNoTLBISequence

{

int x = 1; inty = 0; int z = 0;

pte_z = (oa:phy_x); 1:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;

0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;

¥
PO | P1 | P2 ;
(x 'Break' ie invalidate 'x' VA x)
| STR X7, [X6] | ;
(* memcopy from old (through 'z') to new x)
| LDR W5, [X10] | ;
| STR W5, [X4] | ;
| DMB ISH | ;
(x update 'x' pte x)
LDR W@, [X2] | LDR X1, [X8] | MOV we,?2 ;
LDR W1, [X2] | STR X1, [X6] | STR WO, [X2]1 ;

exists 0:X0=2 /\ 0:X1=1
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Explaining the TLB synchronization sequence

AArch6e4 CopyOnWrite
{
int x 1; int y = 0; int z = 0;
pte_z = (oa:phy_x); 1l:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;
0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;
+
PO | P1 | P2
(x 'Break' ie invalidate 'x' VA x)
| e: STR X7, [X6] |
| LSR X3,X2,12 |
| ev29:/DSB ISH |
| ev31l: TLBI VAAE1IS,X3 |
| ev32: DSB ISH |
(x memcopy from old (through 'z') to new %)
| LDR W5, [X10] |
| STR W5, [X4] |

| DMB ISH |
(* update 'x' pte )
a: LDR W0, [X2] | LDR X1, [X8] | MOV We,?2
c: LDR W1, [X2] | k: STR X1, [X6] | STR We, [X2]

~exists 0:X0=2 /\ 0:X1=1
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For example, let’s examine an execution where:
k —rf->a

This is just one possibility, there are many more.
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Explaining the TLB synchronization sequence

AArch6e4 CopyOnWrite
{
int x 1; int y = 0; int z = 0;
pte_z = (oa:phy_x); 1l:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;
0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;
+
PO | P1 | P2
(x 'Break' ie invalidate 'x' VA x)
| e: STR X7, [X6] |
| LSR X3,X2,12 |
| ev29:/DSB ISH |
| ev31l: TLBI VAAE1IS,X3 |
| ev32: DSB ISH |
(x memcopy from old (through 'z') to new %)
| LDR W5, [X10] |

| STR W5, [X4] |
| DMB ISH |
(* update 'x' pte )
a: LDR W0, [X2] | LDR X1, [X8] | MOV We,?2
c: LDR W1, [X2] | k: STR X1, [X6] | STR We, [X2]

~exists 0:X0=2 /\ 0:X1=1
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We are examining an execution where:
k—rf->2a

Suppose c takes it value from the initial state as per
the final state. In this case the PTE that c uses is
overwritten by k:

¢ —TTD-read-ordered-before-> k
Finally, @ and c use the same VA:

a -po-va-loc-> ¢

arm



Explaining the TLB synchronization sequence

AArch64 CopyOnWrite
{

int x = 1; inty = 0; int z = 0;

pte_z = (oa:phy_x); 1l:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;
0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;
¥
PO | P1 | P2 ; Thread |
(x 'Break' ie invalidate 'x' VA x) el oadp PRy valid0) | |

| e: STR X7, [X6] | ; STR X7,[X6] \

| LSR X3,X2,12 | ; Thread 0

| eV29:- | ’ a: R[pte_x|=pte_y

| ev31l: TLBI VAAE1IS,X3 | ; - o{ PEBR Wo.0x21

| ev32: DSB ISH | ; .
(*x memcopy from old (through 'z') to new x) e . '

. o | proc:P1 poi:3 i: Wipte_x]=(0a:phy_x.valid:1) o-va-loc

| LDR W5, [X10] | ; P | BRI VAAE IS X3 Init "

| STR W5, [X4] | ; ” "

| DMB ISH | ; T :
(+ update 'x' pte ) o)
a: LDR W@, [X2] | LDR X1, [X8] | MOV Wo,?2 ; :
c: LDR W1, [X2] | k: STR X1, [X6] | 1: STR wo, [X2] ; R W“f
~exists 0:X0=2 /\ 0:X1=1 hocbi e ]

STR X1,[X6]
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Explaining the TLB synchronization sequence

AArch64 CopyOnWrite
{

int x = 1; int y = 0; int z =

pte_z = (oa:phy_x); 1l:X7=(oa:phy_x,valid:0);

1:X6=pte_x; 1:X8=pte_y;

0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;

¥
PO | P1

(* 'Break' ie invalidate 'x' VA x)

e: STR X7, [X6]
LSR X3,X2,12

|
|
| ev29:-
|
|

ev31l: TLBI VAAE1IS, X3

ev32: DSB ISH
(* memcopy from old (through 'z"')
| LDR W5, [X10]
| STR W5, [X4]
| DMB ISH
(* update 'x' pte x)
a: LDR W@, [X2] | LDR X1, [X8]
c: LDR W1, [X2] | k: STR X1, [X6]
~exists 0:X0=2 /\ 0:X1=1
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| P2

I
to new x)
I

| MOV Wo,2
| STR Wo, [X2]

Thread 0

a: RIPTE(X)INEXpg-=(0a:PA(Y))
proc:P0 poi:0.

LDR WO0,[X2] B
w ancmng(pmm(m

poi:0
LDR WO0,[X2]

proc:P0
b RIPA(Y)]2
proc:P0 poi:0

LDR W0,(X2]

¢ R[PTE(X)INExpg=(0a:PA(x))
proc:P0 poi:1
LDR WL[X2

1

0 WIPTE(X)|q=(0a:PA(x))
Init

Thread 1

& WIPTE()Jq=(0a:PA(x), valid:0)
proc:P1 poic

poi
STR X7.[X6]

€v29: DSB ISH
proc:P1 poi:2
DSB ISH

x: Branching(pred)(valid:1 && af:1)
proc:P0 poi:1
LDR W1,[X2]

~a
ev31: TLBI(VAAEITS,[TLB(x)])
roc:P1 poi:

P poi
TLBI VAAELIS.X3

P WIPTE(2)|q=(0a:PA(x))
Init

d: RIPA()J=1 il
proc:P0 poi:1
LDR W1,[X2]

€v32: DSB ISH
proc:P1 poic4
DSB ISH

__n: WIPTE(y)lq=(0a:PA(y))
Init

£: RIPTE(2)NExpq=(0a:PA(x))
proc:P1 po
LDR W5,[X10]

ev34: Branching(pred)(valid: 1 && af:1)
proc:P1 poi:
LDR W5,[X10]

@ RIPAR)]2
proc:P1 poi:s
LDR W5,[X10]

h: R[PTE(y)INExpg=(0a:PA(y))
proc:P1 poi:6
STR W5,[X4]

«v37: Branching(pred)(valid: 1 && af:] && db:1)
proc:P1 poi:6
STR W5,[X4]
i WIPA()I-2
proc:P1 poi:6
STR W5,[X4]

v39: DMB ISH
proc:P1 poi:7
DMB ISH

J: R[PTE(y)Jq=(0a:PA(y))
proc:P1 poi:8
LDR X1.[X8]

k: WIPTE()]q=(oa:PA(y)
proc:P1 poi9

" STR X1.[X6]

‘Thread 2

I: RIPTE()INExpq=(0a:PA(x))

proc:P2 ol
STR W0,[X2]

ev46: Branching(pred)(valid:1 && af:1 && db:1)
proc:P2 poi:1
STR WO,[X2]

m: WIPA(0)]-2
proc:P2 poic1
STR WO.[X2]
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Explaining the TLB synchronization sequence

Our test

AArch64 CopyOnWrite
{

int x = 1; inty = 0; int z = 0;

pte_z (oa:phy_x); 1:X7=(oa:phy_x,valid:0);
1:X6=pte_x; 1:X8=pte_y;
0:X2=x; 1:X2=x; 1l:X4=y; 1:X10=z; 2:X2=Xx;
}
PO | P1 | P2
(x 'Break' ie invalidate 'x' VA x)
| STR X7, [X6] |
| LSR X3,X2,12 |
| DSB ISH |
| TLBI VAAE1IS,X3 |
| DSB ISH |
(*x memcopy from old (through 'z
| LDR W5, [X10] |
| STR W5, [X4] |
I

') to new x)

DMB ISH |
(* update 'x' pte *)
LDR W@, [X2] | LDR X1, [X8] | MOV We,2
LDR W1, [X2] | STR X1, [X6] | STR WO, [X2]
~exists 0:X0=2 /\ 0:X1=1
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In English (B2.3 in ARM)

TLBI-before, TLBI-after

For two effects E1 and E2 such that E1 is a completed TLBI effect and E2 is a TTD Read
Memory effect RW2, one and only one of the following applies:

Elis TLBI-before E2.
E2 is TLBI-before E1.
For two effects E1 and E2, E2 is TLBI-after E1 if and only if E1 is TLBI-before E2.
The TLBI-after relation enumerates all possible pairs (E1,E2) where E1 is a TLBI effect and E2
is a TTD Read Memory effect such that E2 is in the Invalidation Scope of E1, and the TLBI-
after relation is asymmetric.
TTD-read-ordered-before
An effect E1 is TTD-read-ordered-before another effect E2 if [...] all of the following apply:
A TLBI effect E3 is TLBI-after E1.
A DSB.FULL effect E4 is program order after E3.
E2 is program order after E3.
E2 is any effect other than an Implicit Memory effect.
[...]
TLBI-ordered-before
E1is TLBI-ordered-before another effect E2 if any of the following apply:
Elis TTD-read-ordered-before E2.

All of the following apply:

An Implicit TTD Read Memory effect E3 is Translation-intrinsically-before E1.

E3 is TTD-read-ordered-before E2.
E3 and E2 are from different observers.

All of the following appIJ:
E1lis program-ordered-before E3, and E1 and E3 access the same VA.
E3 is TTD-read-ordered-before E2.
E3 and E2 are from different observers.

In cat

(x TLBI-after x)
include "tlbi-after.cat"

with tlbi-after from (pte-tlbi-pairs hw-reqs)

(% TTD-read-ordered-before *)

let TTD-read-ordered-before =
tlbi-after; [TLBI]; po; [dsb.fulll; po; [~(M&Imp)]
| [.]

(* TLBI-Ordered-Before x)
let tlbi-ob =
TTD-read-ordered-before
| tr-ib~-1; TTD-read-ordered-before & ext

| po-va-loc; TTD-read-ordered-before & ext

arm



Conclusion



Correspondence between Arm cat model and Architecture Reference Manual
Section B2.3

This formalization is now in the Arm Architecture Reference Manual - Issue J.a
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Nomenclature — a record of intent

In English

43

“Intrinsic” relations, e.g. Intrinsic data/control
dependencies and Translation-intrinsically-before:
those are hardware requirements which stem from
the instruction semantics

“After” relations, e.g. Coherence-after or TLBI-
after: those are relations which happen to be
oriented that way in a specific execution, but could
be oriented the other way in a different execution

“Observation” relations, e.g. Observed-by or TLBI-
Observed-by: build on “After” relations to describe
an execution

“Ordered” relations, e.g. Ordered-before or TLBI-
Ordered-before: architectural requirements which
must be respected by hardware in all executions

Confidential © 2020 Arm Limited

In cat

Those are the “iico” relations and combinations
thereof. We build the iico relations in the
instruction semantics module of herd.

Those typically require the use of the “with” cat
construct to choose amongst all the possible
enumerations of orderings.

Those are built by herd from the post-condition,
which determines which observations must be
made in the execution of interest.

Those are built in cat from the preceding
building blocks, defined using “let” or “let rec”.

arm



New hardware requirements
Add the following to hw-reqs

In cat In English
tr-ib . E1 is Translation-intrinsically-before E2
[M & Expl; lob; [M & Exp | FAULT & MMU] . E1 is an Explicit Memory Effect and E2 is an Explicit Memory Effect or an MMU

Fault Effect and E1 is Locally-ordered-before E2

|
|
| DSB-ob . E1 is DSB-ordered-before E2
| CSE-ob; [TLBI] e E2isaTLBI Effect and E1 is CSE-ordered-before E2
| [CSE]; po . E1lis a CSE Effect and E1 is program-ordered-before E2

. _ . . Elis R1, E2isa TTD Memory Write W2, R1 and
| I3 po i (W& TTD] W2 are and R1is program-ordered-before W2
| [ I; rmw; [HU] . Elis an R1, E2 a Hardware Update Write of the
I then [M & Expl; po; [TLBUncacheableFault]; Access Flag or the Dirty Bit W2, and R1 and W2 form a Read- Modify-Write
tr-ib~=1; [R & Imp & TTD] elsé 0) ! ! , E1 is an Explicit Memory Effect, E2 is an Implicit Read of a
|

TTD and all of the following apply:
« Elis program-ordered-before a TLBUncacheable Fault Effect E3
« E2is Translation-intrinsically-before E3
. E1is an Explicit Memory Effect and E2 is an TLBUncacheable Fault Effect, E1 and
E2 are and E1 is program-ordered-before E2.

[M & Expl; po-loc; [TLBUncacheableFault]
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New observation requirements
Add the following to ob

In cat In English

| rf & & (_* R & TTD & Imp) e E2isan Implicit TTD Read Effect, E1 and E2 are

| rf & ext & (_* R & TTD & Imp) and E2 Reads-from E1

| * E2isan Implicit TTD Read Effect, E1 and E2 are from
| TLBUncacheable—pred different Observers and E2 Reads-from E1

| HU-pred * E2is El

| [HUI; co | co; [HU] * ElisaTLBUncacheable-Predecessor of E2

| tlbi-ob .

El is a Hardware-Update-Predecessor of E2

e E1lis Coherence-before E2, and either E1 or E2 is a
Hardware Update

e E1is TLBI-Ordered-before E2
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There’s plenty more to talk about

* Other bits such as AccessFlag, DirtyBit
 Hardware management of those bits
* TLBUncacheable

 ETS2
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Explaining the TLB synchronization sequence

AArch64 CopyOnWrite
{

int x = 1; inty = 0; int z =

0;

pte_z = (oa:phy_x); 1l:X7=(oa:phy_x,valid:0);

1:X6=pte_x; 1:X8=pte_y;

0:X2=x; 1:X2=x; 1:X4=y; 1:X10=z; 2:X2=X;

}
PO | P1

| P2

(x* 'Break' ie invalidate 'x' VA x)

| e: STR X7, [X6]
| LSR X3,X2,12
ev29: [DSB ISH

|
| ev31l: TLBI VAAELIS,X3
|

ev32: DSB ISH

(*x memcopy from old (through 'z")

| LDR W5, [X10]
| STR W5, [X4]
| DMB ISH
(* update 'x' pte *)
a: LDR W@, [X2] | LDR X1, [X8]
c: LDR W1, [X2] | k: STR X1, [X6]
~exists 0:X0=2 /\ 0:X1=1
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|
to new x)
|
|
|

| MOV Wo,?2
| STR W0, [X2]

We are examining an execution where:
lk—rf->a

This is just one possibility, there are many more.

In this case, the forbidding cycle is:

a -tlbi-ob-> k ->rf-> a

Where a is tlbi-ob k because

a -po-va-loc-> ¢ -TTD-read-ordered-before-> k

And c is TTD-read-ordered-before k because:
c -tlbi-after-> ev31 -po-> ev32 -po-> k
And c -tlbi-after-> ev31 because:
tlbi-after is total over TLBI effects and TTD Read Memory effect
if it was the other way around, we would have a cycle:

ev31 -tlbi-ca-> e -DSB-ob-> ev31

(i.e. ev31 -tlbi-after-> c -ca-> e -po-> ev29 -po-> ev31)

arm
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Semantics of LDR
With page table considerations

AArch64 LDR

{

0:X2=x;
0:X1=0;

x=1;

s

PO ;
LDR X1, [X2];
exists(0:X1=1)
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d: W[PA(x)]g=1

Init

c: W[PTE(x)]g=(0a:PA(x))
Init

rf

Thread 0

A /

a: R[PTE(x)]NExpg=(oa:PA(x))
proc:P0 poi:0
LDR X2,[X1]

rf

f: Branching(pred)(valid:1 && af:1)
proc:P0 poi:0

LDR X2,[X1]

b: R[PA(x)]g=1

proc:PO poi:0
LDR X2,[X1]

arm



Semantics of STR

With page table considerations ¢: WIPTE(x)]q—(0a:PA(x))
Init
AArche4 STR if
_{ Thread 0
D:X1=0 ; a: R[PTE(X.)]NEqu:(OaZPA(X))
proc:P0 poi:0
0:X2=x; STR X1,[X2]
I3
PO;

d: W[PA(x)]q=0 f: Branching(pred)(valid:1 && af:1 && db:1)

MOV X1 ’ #1 ’ Init proc:PO0 poi:0

STR X1, [X2]; \\\\Ca

exists(x=1)

STR X1,[X2]

b: W[PA(x)]g=1
proc:P0 poi:0
STR X1,[X2]
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PTE values

A page table entry value such as PTE(X) is a tuple (oa, valid, af, db, dbm), where:
* o0ais the “output address”

» valid is the valid bit

* afisthe Access Flag

e dbis the Dirty Bit

* dbm is the Dirty Bit Management bit
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Extended litmus test format
PTE values and faults

New syntax

53

The initial state can now refer to a new
type of value, which corresponds to page
table entries. For example in the initial
state for MP-pte, we have: pte_x

= (valid:0,0a:phy_x). In words, this
says that the page table entry for X is
initialized so that its valid bit is 0, and so
that it points to a physical address phy_x

In the final clause, we can now specify
whether an access is expected to fault.
We can do this using labels in the body of
the test (see label LLO on thread P1). For
example, in the final clause for MP-pte,
we have: fault(P1:L0O,x). In words, this
asks whether the access at line LO on
thread P1 can provoke a fault relative to
address X.

Confidential © 2020 Arm Limited

An example litmus test

AArch6e4 LDRvO

{
PTE(x)=(valid:0);
0:X2=x;

¥

PO ;
LO:LDR W1, [X2] ;
forall(fault(Po:L0,x))

LDRvO in words

* The initial value for X is 1, and initially

the page table entry for X has the valid
bit valid to 0. Since the other values
are omitted, this entails that pte_x is
invalid and points to phy_x.

 Atline LO the thread PO does a load

of x.

*  The final clause states that it must

always be the case (see
keyword “forall”) that: there is a fault
at line LO relative to address X.

arm



Semantics of LDR

b: W[PTE(x)]g=(0a:PA(x), valid:0) c: W[PA(x)]qg=0

When the valid bit is O Init Init
rf
AArch64 LDRvO ——r
4
{ a: R[PTE(x)]NExpg=(oa:PA(x), valid:0)
— A . . roc:P0 poi:0
PTE(x)=(valid:0); p P DR WLIX2]
0:X2=x;
I3
. e: Branching(pred
PO ! proc:PO poi%p :
LO:LDR W1, [X2] ; LDR W1,[X2]
forall(fault(PO:L0O,x))
f: Fault(R,loc:x, MMU:Translation)
proc:P0 poi:0
LDR W1,[X2]
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Semantics of LDR B T e
When the valid bitis 1 Init

rf

AArche4 LDRv1 Thread 0
4
'{ a: REE’(I;E(;?%)NEqu:(oa:PA(X))
PTE(x)=(valid:1); P DR xa.x1]
x=1;
0:X1=x; : :
} d: WP Iﬁ i(tx)]qzl ;f).rcl?;:egl(():lll)lonf(()pred)(valld.l && af:l)
PO . LDR X2,[X1]
L0: : NP
LDR X2, [X1] ; b: R[PA(x)]q=1
roc:PO poi:0
forall(0:X2=1 /\ ~fault(P0:LO,x)) "LDR X2,[X1]
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Extended litmus test format
Access flag, dirty bit and hardware management

New syntax

e Alitmus test can now specify
whether ARMv8.1-TTHM (aka
FEAT _HAFDBS) is implemented,
and whether TCR_ELx.{HA,
HD} are equal to 1 via metadata
at the top of the test. By default,
none of those are equal to 1.

* The default value for pte_x is
(oa:phy_x, valid:1, af:1, db:1,
dbm:0O).

* |f certain fields are omitted (for
example in the initial state or the
exists clause), they are assumed to
have their default values.
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An example litmus test

AArch64 LDRafo-H
TTHM=PO: HA

{
[PTE(x)]=(0a:PA(x),af:0);
x=1;

0:X2=x;
I3

PO ;
LO: ;

LDR W1, [X2] ;

forall(0:X1=1 /\
~fault(Po:LO,x))

LDRaf0-HA in words

. The test assumes that ARMv8.1-TTHM is

implemented, and states
that TCR_ELxX.HA is equal to 1.

. The initial value for X is 1, and initially the
page table entry for X has the Access
Flag af set to 0. Since the other values are
omitted, this entails that pte_x is valid
and points to phy_Xx.

. At line LO the thread PO does a load of x.

*  Thefinal clause states that it must always
be the case (see keyword “forall”) that:
- The register X2 holds the value 1
« The page table entry for X now has the
Access Flag afsetto 1
- There was no fault at line LO relative
to address x.

arm



Semantics of LDR
When af:0 and TTHM HA is on (SPURIOUS case)

AArch64 LDRafo-HA
TTHM=P@: HA

{
[PTE(x)]=(0a:PA(x),af:0);

x=1;

0:X2=x;

I3

PO ;
LO: ;

LDR W1, [X2] ;
forall(0:X1=1 /\ ~fault(P0O:LO,Xx))

57 Confidential © 2020 Arm Limited

c: W[PTE(x)]g=(oa:PA(x), af:0)
it

Im

/

e: R[PTE(x)]*NExpAFqg=(oa:PA(x), af:0)
Spurious

I n%a

WI[PTE(x)]*NExpAFq=(0a:PA(x))

Spurious

rf

Y

Thread 0

a: R[PTE(X)]*NExpAFg=(oa:PA(x))

proc:P0 poi:0
LDR W1,[X2]

d: W[PA(x)]g=1

Init

rf

b: R[PA(x)]=1
proc:P0 poi:0
LDR W1,[X2]

h: Branching(pred)(valid:1)
proc:P0 poi:0

LDR W1,[X2]

arm



Semantics of LDR

When af:0 and TTHM HA is on (non SPURIOUS case)

AArch64 LDRaf@-HA
TTHM=P0O: HA
{
[PTE(x)]=(0a:PA(x),af:0);
x=1;
0:X2=x;
I3
PO ;
LO: ;
LDR W1, [X2] ;
forall(0:X1=1 /\ ~fault(P0O:LO,Xx))
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Init

d: W[PTE(x)]g=(0a:PA(x), af:0)

rf

‘ﬂ/aread{

a: R[PTE(x)]*NExpAFq=(oa:PA(x), af:0)
proc:P0 poi:0

LDR W1,[X2]
g: Branching(pred)(valid:1)
proc:PO poi:0
LDR W1,[X2]
mw \ca

/
>

c: R[PA(x)]=1
proc:P0O poi:0
LDR W1,[X2]

h: Branching(pred)(af:0)
proc:P0 poi:0

LDR W1,[X2]

b: W[PTE(x)|*NExpAFq=(oa:PA(x))
proc:PO poi:0
LDR W1,[X2]

o

e: WPAX)]g=1
Init

ca

-

arm



Semantics of STR
When af:1, db:0, dbm:1 and HD is on

AArch64 STR-db@+dbml-HD
TTHM=HA HD
{
PTE(x)=(db:0,dbm:1);
0:X2=x;
I3
PO
MOV WO, #1
STR W0, [X2]
forall(x=1 /\ ~fault(PO,x))
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d: W[PTE(x)]g=(0a:PA(x), db:0, dbm:1)
Init

rf

‘/ﬂﬂad 0

a: R[PTE(x)|*NExpAFDBqg=(0a:PA(x), db:0, dbm:1)

proc:PO poi:1
STR WO0,[X2]

h: Branching(pred)(valid:1 && (db:1 || dbm:1 && hd))
proc:PO poi:1

STR W0,[X2]

mw \ca

/_—/
> o

c: WPAx)]=1
proc:P0 poi:1
STR WO0,[X2]

i: Branching(pred)(af:0 || db:0)
proc:PO poi:1

STR W0,[X2]

b: W[PTE(x)]*NExpAFDBq=(0a:PA(x), dbm:1)
proc:PO poi:1
STR WO0,[X2]

S

e: W[PA(x)]g=0
Init

ca

-

arm



Semantics of STR
When af:0 and HA is on, db:0, dbm:1 and HD is on (non SPURIOUS case)

d: W[PTE(x)]q=(oa:PA(x), af:0, db:0, dbm:1)

AArche4 STR-af@db@+dbml+HA+HD Init

TTHM=HA HD g
‘/’Fhﬁd 0
{ a: R[PTE(x)]*NExpAFDBg=(0a:PA(x), af:0, db:0, dbm:1)

[PTE(X) ]=(af . 0, db: 0, dbm: 1) ; proc:FO pot STR X0,[X2]
0:X2=X;
I3

PO :

MOV X0, #1 ;

STR X0, [X2] ;
forall(x=1 /\ ~fault(PO,x))

h: Branching(pred)(valid:1 && (db:1 || dbm:1 && hd))

proc:PO poi:1 e: WIPA(x)]q=0

Init

STR X0,[X2]

/
> -

c: WPA(X)]g=1 i: Branching(pred)(af:0 || db:0)
proc:PO poi:1 proc:P0 poi:1

STR X0,[X2] STR X0,[X2] /
b: W[PTE(x)]*NExpAFDBq=(0a:PA(x), dbm:1) ‘/

proc:PO poi:1
STR X0,[X2]
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Ordering requirements



Nomenclature — a tentative record of intent

In English

62

“Intrinsic” relations, e.g. Intrinsic data/control
dependencies and Translation-intrinsically-before:
those are hardware requirements which stem from
the instruction semantics

“After” relations, e.g. Coherence-after or TLBI-
after: those are relations which happen to be
oriented that way in a specific execution, but could
be oriented the other way in a different execution

“Observation” relations, e.g. Observed-by or TLBI-
Observed-by: build on “After” relations to describe
an execution

“Ordered” relations, e.g. Ordered-before or TLBI-
Ordered-before: architectural requirements which
must be respected by hardware in all executions
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In cat

Those are the “iico” relations and combinations
thereof. We build the iico relations in the
instruction semantics module of herd.

Those typically require the use of the “with” cat
construct to choose amongst all the possible
enumerations of orderings.

Those are built by herd from the post-condition,
which determines which observations must be
made in the execution of interest.

Those are built in cat from the preceding
building blocks, defined using “let” or “let rec”.

arm



Translation-intrinsically-before

In cat In English

let tr-ib = An Implicit PTE Read Memory Effect R1 is
[R & PTE & Impl; i [Bl; ; M &

Exp | FAULT] Translation-intrinsically-before an Explicit
Read or Write Memory or a Fault Effect E2 if
and only if all of the following applies:

*  R1is before a Branching Effect B3 in the
,and

. B3 is before E2 in the
order.
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lllustration: semantics of LDR

c: W[PTE(x)]q=(0a:PA(x))
Init

irf

d: WPA(x)]g=1
Init

Thread 0

proc:PO0 poi:0

a: R[PTE(x)]NExpq=(oa:PA(x))

LDR X2,[X1]

rf

b: R[PA(x)]q=1
proc:PO poi:0
LDR X2,[X1]

f: Branching(pred)(valid:1 && af:1)
proc:PO0 poi:0
LDR X2,[X1]

arm




New hardware
requirements



New hardware requirements
Add the following to hw-reqs

In cat In English
tr-ib . E1 is Translation-intrinsically-before E2
[M & Expl; lob; [M & Exp | FAULT & MMU] . E1 is an Explicit Memory Effect and E2 is an Explicit Memory Effect or an MMU

Fault Effect and E1 is Locally-ordered-before E2

|
|
| DSB-ob . E1 is DSB-ordered-before E2
| CSE-ob; [TLBI] e E2isaTLBI Effect and E1 is CSE-ordered-before E2
| [CSE]; po . E1lis a CSE Effect and E1 is program-ordered-before E2

. _ . . Elis R1, E2isa TTD Memory Write W2, R1 and
| I3 po i (W& TTD] W2 are and R1is program-ordered-before W2
| [ I; rmw; [HU] . Elis an R1, E2 a Hardware Update Write of the
I then [M & Expl; po; [TLBUncacheableFault]; Access Flag or the Dirty Bit W2, and R1 and W2 form a Read- Modify-Write
tr-ib~=1; [R & Imp & TTD] elsé 0) ! ! , E1 is an Explicit Memory Effect, E2 is an Implicit Read of a
|

TTD and all of the following apply:
« Elis program-ordered-before a TLBUncacheable Fault Effect E3
« E2is Translation-intrinsically-before E3
. E1is an Explicit Memory Effect and E2 is an TLBUncacheable Fault Effect, E1 and
E2 are and E1 is program-ordered-before E2.

[M & Expl; po-loc; [TLBUncacheableFault]
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Translation-intrinsically-before in Ordered-before

N ew ha rdwa Fe req u | rements Locally-ordered-before to MMU Faults

Systematic review DSB semantics

CSE semantics |
CSE semantics |l

Sanity check on Hardware Updates

ETS2

[R & TTD & Impl; po-loc; [W & TTD]

[M & Exp]; po-loc; [TLBUncacheableFault]
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tr-ib; [M & Exp]

Test (Forbidden) Forbidden execution

AArch64 MP-x-ptex+dmb.st )
{

Thread 1 Thread 0

[PTE( ) )1=(oa:PA(x) ,valid:1 ) SR[g‘Tf’E’;‘]S\iop?x:]PA(» :;‘i[i‘ggigﬁN;?;Tm(x»
[PTE(x)]=(0a:PA(x),valid:0); bt

0:X1=y;
0:X2=(o0a:PA(x),valid:1); 0:X3=PTE(x); - Ca Wi
1:X1=x; ' BB wbpn P;‘;‘;;"&iz;;‘u
} i

I: Branching(pred)(valid:1 && af:1 && db:1)
proc:PO poi:1

" STRWO,[X1]

MB ST N P .y
me(;}l,g l;{i_i:z ’ g WPTE(x)]q: I(noi?.PA(x), valid:0)
PO P1 ;
! \'po /
M O V W@ # 1 L 0 u u ¢: W[PTE(x)]q=(0a:PA(x))
) L] ) ; [ proc:P0 poi:3
STR X2,[X3]

|
|
STR W0, [X1] | LDR W@, [X1] ;
DMB ST | ’
STR X2, [X3] | ;
exists(~fault(P1:L0,x) /\ 1:X0=0)
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tr-ib; [FAULT & MMU]

Test (Forbidden)

AArch6e4 S-pte+dmb.st+fault
{
0:X1=x;
0:X2=(oa:PA(y),valid:0); 0:X3=PTE(y);
1:X1=y,; 1:X3=x;
}
PO | P1 | P1.F
MOV WO, #1 |LO: | MOV W2,#2
STR W@, [X1] | LDR W@, [X1] | STR W2, [X3]
DMB ST | |
STR X2, [X3] | |
exists(1:X2=2 /\ x=1)
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- -

s wE wsm

Forbidden execution

Thread 1

d: R[PTE(y)INExpg=(0a:PA(y), valid:0)
proc:P1 poi:0
LDR WO,[X1]

>
/ s: Branching(pred)

proc:P1 poi:0
LDR W0,[X1]

t: ExcEntry(R,loc:y, MMU:Translation)
proc:P1 poi:0
LDR W0,[X1]

i: WPA(y)lq=0
Init

h: W[PTE(x)]q=(0a:PA(x))
Init

it f

po
‘ /

;

Thread 0

e: R[PTE(x)]NExpq=(0a:PA(x))
proc:P1 poi:2
STR W2,[X3]

a: R[PTE(x)INExpq=(0a:PA(x))

proc:PO poi:1
STR W0,[X1]

= — x: Branching(pred)(valid:1 && af:1 && db:1)
I W[Pﬁﬁ()]q 0 proc:P1 poi:2
STR W2,[X3]
\ : W[PA(x)]=2 ca

proc:P1 poi:2

m: Branching(pred)(valid:1 && af:1 && db:1)
proc:PO poi:1

STR WO,[X1]

b: WPA(X)]=1

STR W2,[X3]

\_

proc:P0 poi:1
STR W0,[X1]

%

0: DMB ST
proc:P0 poi:2
DMB ST

0

proc:PO poi:3
STR X2,[X3]

/

c: W[PTE(y)]q=(oa:PA(y), valid:0)

& WIPTE(y)lq=(0a:PA(y))
Init

arm



[M & Exp]; lob; [FAULT & MMU]

Test (Forbidden)

AArch64 D15347-M-1load-shoot+DMB. LD

{

[PTE(x)]=(valid:Q);

0:X1=(oa:PA(x)); 0:X2=PTE(x);
0:X3=x; 0:X8=y;
1:X3=x; 1:X8=y;

}
PO

STR X1, [X2]

DSB ISH

LSR X9, X3,#12
TLBI VAAE1IS,X9 | LDR X4, [X3]

DSB ISH
MOV W7,#1

STR W7, [X8]
exists(1:X7=1 /\ fault(P1:L0,x))

| P1;

| LDR W7, [X8]

| DMB LD
|LO:
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Forbidden execution

he WIPTE)Jq=(0a:PA ), valid0) | [ J: WIPAGY)]q=0
Init Tnit

& WIPTE()la=(0a:PA(Y))
Init

b: R[PTE(y)]NExpq=(0a:PA(y))
. 3

arm



DSB-Ordered-before

In cat

let DSB-ob =
[MI; po; [dsb.fulll; po; [~(M & Imp)]
| [R & Expl; po; [dsb.ld]l; po; [~(M & Imp)]
| W & Expl; po; I 1; po; [~(M & Imp)]
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In English

An Effect E1 is DSB-ordered-before another Effect E2 if one of the following applies:

. Elis a Memory Effect, E2 is a Memory Effect except an Implicit Effect, E1 is program-

order-before an Effect E3 generated by a DSB.FULL instruction and E3 is program-order-
before E2

. E1l is an Explicit Read Memory Effect R1, E2 is a Memory Effect except an Implicit Effect,
R1 is program-order-before an Effect E3 generated by a DSB.LD instruction and E3 is
program-order-before E2

. E1l is an Explicit Write Memory Effect W1, E2 is a Memory Effect except an Implicit
Effect, W1 is program-order-before an Effect E3 generated by a instruction and
E3 is program-order-before E2

arm



DSB-ob; [TLBI]

Test (Forbidden - could use a DSB ISH instead)

AArch64 V2I-W-DSB.ST-TLBI-DSB.ISH-ISB-R
{
[PTE(x)]=(0a:PA(x),valid:1);
0:X2=(o0a:PA(x),valid:0); 0:X3=PTE(x);
0:X4=x;
}
PO ;
STR X2, [X3] ’
DSB ST H
LSR X9,X4,#12 ;
TLBI VAAE1,X9 ;
DSB ISH H
ISB H
LO: ’
LDR W1, [X4] ’
exists(~fault(PO:L0O,x))
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Forbidden execution

e: W[PA(x)]g=0
Init

d: W[PTE(x)]q=(0a:PA(x))
Init

ead 0

a: W[PTE(x)]q=(oa:PA(x), valid:0)
proc:P0 poi:0

STR X2,[X3]

ﬁ
h: DSB ST
DSB-ob

proc:PO poi:1
DSB ST

&,

1: TLBI(VAAEL,[TLB(x)])
proc:P0 poi:3
TLBI VAAE1,X9

proc:PO p

b: R[PTE(x)]NExpq=(0a:PA(x))
:P0 poi:6

LDR W1,[X4]

proc:P0 poi:6

p: anchir_xg(pred)(valid:l && afil)

LDR W1,[X4]

s
c: R[PA(x)]=0
roc:P0 poi:6

P
LDR W1,[X4]

arm



DSB-ob; [TLBI]

Test (Forbidden - could use a DSB ISH instead)

AArch64 V2I-R-DSB.LD-TLBI-DSB.ISH-ISB-R+W

{

PTE(x)=(0a:PA(x),valid:1);

0:X3=PTE(x);

0:X4=x;

1:X2=(o0a:PA(x),valid:0); 1:X3=PTE(x);

}

PO

LDR X2, [X3]
DSB LD

LSR X9, X4,#12
TLBI VAAE1, X9

DSB ISH
ISB

LO:

LDR W1, [X4]

exists(@:X2=(oa

|
|
|
|
|
|
|
|
|
:P

P1 ;
STR X2, [X3] ;

A(x),valid:Q) /\ ~fault(P0:L0O,x))
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Forbidden execution

Thread 0

a: R[PTE(x)]q=(0a:PA(x), valid:0)
proc:P0 poi:0

p
LDR X2,[X3]

m: TLBI(VAAEL,[TLB(x)])
proc:P0 poi:3
TLBI VAAEL,X9

e: WPTE(x)]q=(0a:PA(x))
Init

a
Ti¥ead 1

b: R[PTE(x)INExpg=(0a:PA(x))
proc:P0 poi:6

p
LDR W1,[X4]

d: W[PTE(x)]q=(0a:PA(x), valid:0)
:P1 poi:0

1t proc:P1 p

STR X2,[X3]

q: Branching(pred)(valid:1 && af:1)
proc:PO poi:

poi:
LDR W1,[X4]

f

¢: RPA(X)]=0
proc:P0 poi:6
LDR W1,[X4]

£ WPA(X)]q=0
Init

arm



CSE-Ordered-before

In cat In English

let CSE = ISB | EXC-ENTRY | EXC-RET A Context Synchronisation Event generates a Context Synchronisation
ffect (CSE effect). For example, an ISB instruction generates an ISB Effect,

let CSE—ob = [R & Expl; ; [CSEl; po ©

which is a CSE effect. Exception Entry and Exception Return Effects also
are CSE effects.

An Effect E1 is CSE-ordered-before another Effect E2 if E1 is an Explicit
Read Effect and there exists a CSE E3 such that:

. E1l has a to E3

. E3 is program-order-before E2
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CSE semantics |

CSE-ob; [TLBI] (* Instead of using a DMB before the TLBI, we can use a branch+ISB *)

Test (Forbidden)

AArch64 V2I-R-CTRL-ISB-TLBI-DSB.ISH-ISB-R+W
{
[PTE(x)]=(0a:PA(x),valid:1);
0:X3=PTE(x); 0:X0=(oa:PA(x),valid:0);
0:X4=x;
1:X2=(oa:PA(x),valid:0); 1:X3=PTE(x);

}
PO | P1 ;
LDR X2, [X3] | STR X2, [X3] ;
I ;
I ;
I ;
LSR X9,X4,#12 | ;
TLBI VAAE1,X9 | H
DSB ISH | H
ISB | H
LO: | H
LDR W1, [X4] | ;
Lout: | H

exists(@:X2=(oa:phy_x,valid:0) /\ ~fault(PO:L0@,x))
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Forbidden execution

Thread 0

a: R[PTE(x)]q=(0a:PA(x), valid:0)
:P0 poi:0

" ULDR X2,[X3] u
o
m: Branchi.ng(bcc)

r: TLBI(VAAEL[TLB(x)])
proc:PO poi:5 o
TLBI VAAELX9

po

s: DSB ISH
proc:P0 poi:6
DSB ISH

po

t ISB

proc:P0 poi:7 e: WPTE(x)Jq=(0a:PA(x))
ISB Init

po Tt

ead 1

A
b: R[PTE(X)INExpq=(0a:PA(X)) | ¢4 | | d: WPTE(x)]q=(0a:PA(x), valid:0)
proc:P0 poi:8 1 proc:P1 poi:0
LDR W1,[X4] STR X2,[X3]

¥

ico_data

Y
v: Branching(pred)(valid:1 && af:1) . .
| proc:P0 poi:8 £ WIPAGI=0
LDR W1,[X4]
\ i

ico_ctrl f

| ¢ R[PAX)]=0
proc:P0 poi:8

LDR W1,[X4] q r m




[ISB]; po (* ISB orders Implicit Effects after it in program order — this is why it is necessary to use after the TLBI; DSB in the uniprocessor case *)

Test (Forbidden)

AArch64 V2I-W-DSB.ST-TLBI-DSB.ISH-ISB-R
{
[PTE(x)]=(0a:PA(x),valid:1);
0:X2=(o0a:PA(x),valid:0); 0:X3=PTE(x);

0:X4=x;

}

PO H
STR X2, [X3] ;
DSB ST ;

LSR X9,X4,#12 ;
TLBI VAAE1,X9 ;

DSB ISH ;
ISB ;
LO: ;

LDR W1, [X4] ;
exists(~fault(Po:L0O,x))
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Forbidden execution

e: W[PA(x)]q=0
Init

| d: W[PTE(x)]q=(0a:PA(x)) |
it

ca
/T‘hread 0
a: W[PTE(x)]q=(0a:PA(x), valid:0)

proc:P0 poi:0
STR X2,[X3]

po
y
h: DSB ST

proc:PO poi:1
DSB ST

}

1: TLBI(VAAEI,[TLB(x)])
proc:PO0 poi:3
TLBI VAAE1,X9

&

m: DSB ISH
proc:P0 poi:4
DSB ISH

b

n: ISB

proc:P0 poi:5
ISB
X‘,‘SE-po

b: R[PTE(x)]NExpq=(0a:PA(x))
proc:P0 poi:6

P
LDR W1,[X4]

p: Branching(pred)(valid:1 && af:1)
proc:P0 poi:6

LDR W1,[X4]

of

N

c: R[PA(x)]=0
proc:PO0 poi:6
LDR W1,[X4]

arm



[EXC-ENTRY]; po

Test (Forbidden - for systems with FEAT ExS
when EIS is not enabled this becomes Allowed)
AArch64 coWR-pte+dsb.st-tlbi-dsb.ish-fault
{

[PTE(x)]=(0a:PA(x));

[PTE(z)]=(0a:PA(z),valid:0);

y=1;

0:X0=(o0a:PA(y)); 0:X1=PTE(x);

0:X3=z; 0:X5=x;

}
PO | PO.F ;
STR X0, [X1] | LDR W4, [X5] ;
DSB ST | ;
LSR X9,X5,#12 | ;
TLBI VAAE1,X9 | ;
DSB ISH | ;
|

LDR W2, [X3]
exists(0:X4=0)

76 Confidential © 2020 Arm Limited

Forbidden execution

& WIPTE()]g=(0a:PA(x))
Init

a: WPTE(x)|q=(0a:PA(y))
proc:P0 poi:0

f: WIPTE(2)]q=(0a:PA(2), valid:0)
Init

arm



[EXC-RET]; po

Test (Forbidden - for systems with FEAT ExS when
EOS is not enabled this becomes Allowed)

AArch64 LDRv@+I2V-dsb.ishst-once

{
[PTE(x)]=(0a:PA(x),valid:0);
x=1;
0:X1=x;
0:X2=(o0a:PA(x),valid:1); 0:X3=PTE(x);
}
PO | PO.F ;
LO: | ADD X8,X8,#1 ’
LDR W@, [X1] | STR X2, [X3] H
| DSB ISHST ’
| ADR X9,L0 ;
| MSR ELR_EL1,X9 ;
| ERET ;

exists(0:X8'=1)
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Forbidden execution

arm



[R & PTE & Imp]; po-loc; [W & PTE & Exp]

Test (Forbidden)

AArch6e4 VIS01-load
{
[PTE(x) ]
y=1;
0:X1=x;
0:X3=(o0a:PA(y));
I3
PO ;
LDR W2, [X1] ;
STR X3, [X4] ;
exists(0:X2=1)

=(0oa:PA(Xx)):

0:X4=PTE(X) ;
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Forbidden execution

Thread 0

a: R[PTE(x)|NExpq=(oa:PA(y))
proc:PO poi:0
LDR W2,[X1]

i: Branching(pred)(valid:1 && af:l)
proc:P0 poi:0
LDR W2,[X1]

b: R[PA(y)]=1
proc:P0 poi:0
LDR W2,[X1]

ﬁ

/-

c: W[PTE(x)]q=(0a:PA(y))
proc:PO0 poi:1
STR X3,[X4]

f: W[PA(y)]q=1
Init

e: W[PTE(x)]gq=(0a:PA(x))
Init

arm




Sanity check on Hardware Updates

[R & PTE & Imp]; rmw; [HU]

Test (Forbidden)

AArch64 cowWw-HD
TTHM=HA HD
{
[PTE(x)]=(oa:PA(x),db:0,dbm:0);
0:X0=(0a:PA(x),db:@,dbm:1); 0:X1=PTE(X);
0:X3=x;
I
PO ;
STR X@, [X1] ;
MOV W2, #1 ;
LO: ;
STR W2, [X3] ;

exists(~fault(PO:L0O,x) /\
[PTE(x)]=(oa:PA(x),db:0,dbm:1))
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Forbidden execution

Thread 0

proc:P0 poi:0

a: W[PTE(x)]q=(0a:PA(x), db:0, dbm:1)

STR X0,[X1]

/“

b: R[PTE(x)]*NExpAFDBq=(0a:PA(x), db:0, dbm: 1)\

proc:P0 poi:2
STR W2,[X3]

proc:P0 poi:2

k: Branching(pred)(valid:1 && (db:1 || dbm:1 && hd))

STR W2,[X3]

ca

1ico_
&
1: Branching(pred)(af:0 || db:0)
proc:PO poi:2
STR W2,[X3]
iico ctr

e

iico_ctrl L1

d: W[PA(x)]=1
proc:P0 poi:2

STR W2,[X3] /
/

proc:PO poi:2

c: W[PTE(x)]|*NExpAFDBq=(0a:PA(x), dbm:1)

f: W[PA(x)]q=0
Init

ca

e: W[PTE(x)]q=(0a:PA(x), db:0)
Init

STR W2,[X3]

ca

arm




TLBUncacheable Faults

In cat

let TLBUncacheableFault =
FAULT & MMU & (Translation | AccessFlag)
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In English

In this presentation, an MMU Fault Effect is
TLBUncacheable if it is one of:

- A Translation Fault Effect
- An Access Flag Fault Effect

Note: a Permission Fault Effect is not
TLBUncacheable — it is permitted to be cached in a
TLB.

Intuitively, if an entry could legitimately not fault for
some access, then that entry can be cached in a
TLB, even if it would fault for other accesses.

arm



[M & Exp]; po; [TLBUncacheableFault]; tr-ibA-1; [R & Imp & PTE]

Test (with ETS2, Forbidden)

AArch64 I2V-MP+dsb.st+po
{
[PTE(x) ]=(0a:PA(x
0:X0=(oa:PA(x),valid:1);
0:X3=y;
1:X1=x; 1:X3=y,;
I3
PO |
STR X0, [X1] |
DSB ST |LO:
|

),valid:0);

o

1 ;
LDR W2, [X3] ;

®

MOV W2, #1

STR W2, [X3] |
exists(1:X2=1 /\ fault(P1:L@, x))

LDR W0, [X1] ;
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0:X1=PTE(x);

Forbidden execution

& W[PTE(Y)]

=(0a:PA(y))

ke

h: W[PTE(x)]q=(0a:PA(x), valid:0) ‘
Init

| A

Thread 0

Thread 1
a
d: RIPTE(y)]NExpq=(0a:PA(y))
proc:P1 poi:0
LDR W2,[X3]

pPlO

s: Branching(pred)(valid: 1 && af:1)
LDR W2,[X3]

e R[PA(y)]=1
:P1 poi:0

proc:P1 poi:
LDR W2,[X3]

! /

W[PTE( )]q (0a:PA(x))
oc: P!

0 poi
STR xo [X1]

LDR WO0,[X1]

/
ets2
\ /
¥
f: R[PTE(x)[NExpq=(0a:PA(x), valid:0)
3 izl

— proc:P1 poi

ﬁ

m: DSB ST
proc:P0 poi:1
DSB ST

b: R[PTE(y)INExpq=(0a:PA(y))
proc:P0 poi:3
STR W2,[X3]

p: Branching(pred)(valid:1 && af:1 && db:1)
i:3

proc:PO

poi:

STR W2,[X3]

W[PA(y)I=1
p :P0 poi:3
STRW2 [x3]

Bra chin, g(p ed)
c:P1

poi
LDR WO, [Xl]

w: Fault(R,loc:x,MMU: Translation)
proc:P1 1
LDRWO[XI]

i

i: W[PA(y)lq=0
Init
ca

arm



[M & Exp]; po-loc; [TLBUncacheableFault]

Test (Forbidden)

AArch64 Jad4-TLBIDSB
{
[PTE(y)]=(0a:PA(x),valid:1);
[PTE(x)]=(o0a:PA(x),valid:0);
0:X1=(oa:PA(x),valid:1); 0:X2=PTE(x);
0:X3=y; 0:X0=x;
1:X3=y; 1:X0=x;
¥
PO | P1 ;
STR X1, [X2] | LDR W7, [X3] ;
DSB SY | MOV w4, #2 ;
LSR X9,X0,#12 |LO: ;
TLBI VAAE1IS,X9 | LDR W4, [X0] ;
DSB SY | ’
MOV W7, #1 | ;
STR W7, [X3] | ;
exists(1:X7=1 /\ fault(P1:L0,x))

82 Confidential © 2020 Arm Limited

Forbidden execution

Thread 0

a: W[PTE(x)]q=(0a:PA(x))
0 poi:0

proc:PO po
/ STRXL[X2]
po

q: TLBI(VAAELIS, [TLB(x)])
proc:P0 poi:3

’ h: W[PTE(x)]q=(0a:PA (x), valid:0) ‘
Init

TN

TLBI VAAEIIS, X9
po
: DSB SY
DroeP0 poizd 2 W[PTE(yI)]qt:(oa:PA(x)) "
DSB SY o
po 7 of
Thread 1
b: R[PTE(y)INExpq=(0a:PA(x)) d: R[PTE(y)|NExpq=(0a:PA(x))
proc:P0 poi:6 proc:P1 poi:0
STR W7,[X3] LDR W7,[X3]
u: Branching(pred)(valid:1 && af:l && db:1) i WIPAG)Iq=0 x: Branching(pred)(valid:1 && af:1)
proc:P0 poi:6 ¥ Tait a proc:P1 poi:
STR W7,[X3] ! LDR W7,[X3]
/ a
o WIPA(X)]=1 o e RIPA(X)]=1
proc:P0 poi: proc:P1 poi:0
STR W7,[X3] LDR W7,[X3]
[po /
| [ RIPTE(x)]NExpq=(0a:PA(x), valid:0)
proc:P1 poi:2
LDR W4,[X0]
ev27: Branching(pred)
proc:P1 poi:2

oc:P1 poi::
LDR W4,[X0]

ev28: Fault(R,loc:x, MMU:Translation)
proc:P1 poi:2
LDR W4,[X0]

arm




New observation
requirements



New observation requirements
Add the following to ob

In cat In English

| rf & & (_* R & TTD & Imp) e E2isan Implicit TTD Read Effect, E1 and E2 are

| rf & ext & (_* R & TTD & Imp) and E2 Reads-from E1

| * E2isan Implicit TTD Read Effect, E1 and E2 are from
| TLBUncacheable—pred different Observers and E2 Reads-from E1

| HU-pred * E2is El

| [HUI; co | co; [HU] * ElisaTLBUncacheable-Predecessor of E2

| tlbi-ob .

El is a Hardware-Update-Predecessor of E2

e E1lis Coherence-before E2, and either E1 or E2 is a
Hardware Update

e E1is TLBI-Ordered-before E2
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New observation requirements
Systematic review

rf & int & (_ * R & TTD &Imp)
rf & ext & (_* R & TTD & Imp)
tlbi-ca

TLBUncacheable—pred

HU-pred

[HU]; co | co; [HUI]

tlbi-ob

(xincluding:

| tr-ib”-1; TTD-read-ordered-before & ext

| po-va-loc; TTD-read-ordered-before & ext
*)
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We extend ob with new observation
requirements so that we have the
following property:

Implicit PTE Reads observe PTE Writes

consistently with the hardware
requirements.

arm



fi&(_ *R&TTD & Imp)

Test (Forbidden)

AArche4 MP+pterfi-addr+dmb. ld

{
x=1;
[PTE(x)]=(0a:PA(x),valid:0);
0:X10=(oa:PA(x), valid:1); 0:X11=PTE(x);
0:X1=x; 0:X5=y;
1:X5=y;
1:X11=PTE(X);

PO |
STR X10, [X11] |
LDR W2, [X1] |
EOR W3,W2,W2 |
MOV W4, #1 |
STR W4, [X5,W3, SXTW] |
exists(1:X4=1 /\ 1:X10

-

1 ;
LDR W4, [X5] ;
DMB LD ;
LDR X10, [X11] ;

=(o0a:PA(x),valid:0))
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Forbidden execution

Thread 0

W[I’TE( X)]q=(0a:PA(x))

proc: 0i:0
L STR X10,[X11]

( Im pPT’E>f
b: R[I’TE( )]NE pq=(0a:PA(x))

proc:PO
LDR W2,[X1]

Branching(pred)(valid:1 && af:1
1: WPA()]q=1 gocf‘;la pmgl(p )(val )
Init LDR W2,[X1]
X
¢ R[PA()]=1

proc:P0 poi:1
LDR W2,[X1]

d R[PTE(Y)]NE pq=(0a:PA(y))

STR W4 [XS W3,SXTW]

w: Brai hg(p ed)(valid:1 && afil && db:1)

proc:PO pe
/

0i:
STR W4,[X5,W3,SXTW]

e WPA(y)]=1
PO poid

’ Jj: W[PTE(x)]q=(0a:PA(x), valid:0)
Init
ca

it WIPTE(y)lq=(0a:PA(y))
Init

of f

\ Thread 1

f: RIPTE(y)INExpq=(0a:PA(y))
proc:P1 poi:0

poi
LDR W4,[X5]

2 Branching pred) vl &8t
: WPA(y)]q=0 L hepred(a )
Init LDRW4 IX5]

of & R[PA(y)I=1
roc:P1

proc:P0 poi::
STR W4,[X5,W3,SXTW]

proc:Pl poi:1
DMB LD
\\_ h: RIPTE(x)Jq=(0a:PA (x), valid:0) /

p poi:0
LDR w4 L[X5]

ev27: DMB LD

proc:P1 poi:2
LDR X10,[X11]




rfe&( *R&TTD & Imp)

Test (Forbidden)

AArch64 coRR+Imp-dmb. ld-Exp
{

x=1;

[PTE(x)]=(0a:PA(x),valid:0);

0:X1=x;

0:X3=PTE(x);

1:X4=(o0a:PA(x),valid:1); 1:X3=PTE(x);
}

PO | P1 ;

LO: | STR X4, [X3] ;

LDR W@, [X1] | ;

DMB LD | ;

LDR X2, [X3] | ;
exists(~fault(PO:LO,x) /\ 0:X2=(o0a:PA(x),valid:0))
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Forbidden execution

Init

e: W[PTE(X)]q=(0_a:PA(x), valid:0)

ca
\Thread 1

d: W[PTE(x)]q=(0a:PA(x))
proc:P1 poi:0
STR X4,[X3]

< |

ca

rf

\

Thread 0

proc:PO poi:0

a: R[PTE(x)INExpq=(0a:PA(x))

LDR WO0,[X1]

h: Branching(pred)(valid:1 && af:1)

proc:PO0 poi:0 £: WIPA()lq=1

Init

LDR WO,[X1]

/

b: RIPAR)=1 |
proc:P0 poi:0
LDR WO0,[X1]

}o

j: DMB LD
proc:PO poi:1
DMB LD

ﬁo

proc:PO poi:

c: R[PTE(X_)]q=(0a:PA(x), valid:0)

2
toncpe arm




TLB Invalidation scope and TLBI-after

In cat
cat primitive
let CTLBI = TLBI & domain(po; [dsb.fulll)

(x given a cat function add_both_choices which enumerates
pairs one way or the other: x)

let ttd-tlbi-pairs =
[R & TTD]; ; [CTLBI]
with tlbi-after from add_both_choices(ttd-tlbi-pairs)
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In English

A TLBI instruction defines an , Which is a
set of TTDs. A TTD Memory Read or Write Effect is in the
Invalidation Scope of a TLBI instruction if its address is in the
Invalidation Scope of the TLBI instruction.

A TLBI Effect is a Completed TLBI Effect if and only if it is
program-ordered-before an Effect generated by a DSB FULL.

For two Effects E1 and E2 such that E1 is a completed TLBI
Effect and E2 is a TTD Read Memory Effect RW2 and RW2 is
in the Invalidation Scope of E1, one and only one of the
following applies:

- E1is TLBI-after E2 (equivalently E2 is TLBI-before E1), or
— E2is TLBI-after E1 (equivalently E1 is TLBI-before E2)

Note: The TLBI-after relation enumerates all possible pairs
(E1,E2) where E1 is a TTD Read Memory Effect and E2 is a
TLBI Effect such that E1 is in the Invalidation Scope of E2, and
the relation TLBI-after is asymmetric.

arm



TLBI-Coherence-{before,after}

In cat In English
let tlbi-ca = An Effect E1 is TLBI-Coherence-before an Effect E2 (equivalently,
[TLBI]; tlbi-after; [ 1; ca; [W & TTD] E2 is TLBI-Coherence-after E1) if all of the following applies:

e E1isa T TLBI Effect

e E2isaTTD Write Effect

* E2isan Implicit TTD Read Effect such that all of the following
applies:
- Elis TLBI-before E3
« E3 is Coherence-before E2
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tlbi-ca

d: W[PTE(x)]q=(0a:PA (x))
Init

Test (Forbidden) Forbidden execution oo

AArch64 V2I-W-DSB.ST-TLBI-DSB.ISH-ISB-R ST“XZ‘[X”»\

{ :
h: DSB ST

proc:PO poi:1

[PTE(X)]=(Oa:PA(X),Valld:l); DSB ST
0:X2=(o0a:PA(x),valid:0); 0:X3=PTE(x); \2

1: TLBI(VAAEL,[TLB(x)])
PO poi:

— :P0 poi:3 f
0 : X4—X ; pmcTLBI VAAE1,X9
} b
L] m: DSB ISH
P 0 I proc:P0 poi:4
DSB ISH

STR X2, [X3]  ; b
DSB ST ; -
LSR X9,X4,#12 ‘”\ﬁ //
TLBI VAAE1,X9 T S
DSB ISH ; i T

158 : S I

N poi:
I_ @ . " Init LDR W1,[X4]
. ’

LDR W1, [X4] ; 1

¢: R[PA(X)]=0

eXlStS(’VfaUlt(Pe:LQ,X) ) tir]g?;gﬁt[);(i]
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TLBUncacheable-Write-{Predecessor, Successor}

In cat In English
let TLBuncacheable-pred = A Read or Write Memory Effect RW1is a
[TLBUncacheablel];ca\intervening-write(ca);[W & TTD & Expl TLBUncacheable-Write-Predecessor of an Explicit TTD

Write Memory Effect W2 if and only if all of the
following applies:

e RW.1reads aT TLBUncacheable TTD or writes a
TLBUncacheable valuetoa TTD

* RW1is Coherence-Before W2,

* thereis not a Write Memory Effect W3 such that
RW1 is Coherence-Before W3 and W3 is
Coherence-Before W2.

E2 is a TLBUncacheable-Write-Successor of E1 if and
only if E1 is a TLBUncacheable-Write-Predecessor of
E2.
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TLBUncacheable-pred

Test (Forbidden)

AArch6e4 I2V-W-DSB.ST-ISB-R
{
[PTE(x)]=(0a:PA(x),valid:0);
0:X2=(o0a:PA(x),valid:1); 0:X3=PTE(x);
0:X4=x;
}
PO ;
STR X2, [X3] ;
DSB ST ;
ISB ;
LO: ;
LDR W1, [X4] ;
exists(fault(P@:L0Q,x))
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Forbidden execution |="rmesgme. wieo

7

Thread é)/

a: W[PTE(x)]q=(0a:PA(x))
proc:P0 poi:0
STR X2,[X3]

ﬁ

g: DSB ST
proc:PO0 poi: 1
DSB ST

po (ca

h: ISB
proc:PO0 poi:2

1SB
\{2

[TLBuncacheable-pred

S

proc:PO0 poi:3

b: R[PTE(x)]NExpq=(0a:PA(x), valid:0)

LDR W1,[X4]

j: Branching(pred)
proc:P0 poi:3
LDR W1,[X4]

proc:PO0 poi:3

k: Fault(R,loc:x, MMU:Translation)

LDR W1,[X4]

irf

arm



Hardware-Update-{Predecessor, Successor}

In cat In English
let HU-predecessor = A TTD Effect E1 is a Hardware-Update-Predecessor of
[TTD]; ca \ intervening-write(ca); [HU] another Effect E2 if and only if all of the following
applies:

- E2 is a Hardware Update Effect,

- E1 is Coherence-Before E2 and

- there is not a Write Memory Effect W3 such
that E1 is Coherence-Before W3 and W3 is
Coherence-Before E2.

E2 is a Hardware-Update-Successor of E1 if and only if
El is a Hardware-Update-Predecessor of E2.
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HU-pred

Test (Forbidden) Forbidden execution

f

Thread 1

AArch64 MP+HA-DSB.ISH SR[P;'T'?)L]%:EW:A;]( PAG)
TTHM=HA
{

B inchin g(p ed)(valid:1)
mp
LDRW3 [X4]

j: WPTE(x)]q=(0a:PA(x), af:0)
Init

£

PTE(x)=(o0a:PA(x),af:0); B e

proc:P0 poi:0 c:P1 po

0:X1=x; 0:X4=y; 71 . fo\

1:X1=PTE(x); 1:X4d=y; NI Kfﬁﬁmm> I i ]
PO | P1 ; ”[] e |
LDR W2, [X1] | LDR W3, [X4] ; R T
DSB ISH | DMB LD : T ﬂ
MOV W3,#1 | LDR X2, [X1] ; i
STR W3, [X4] | ; mmwimmwk///////////
exists(1:X3=1 /\ 1:X2=(oa: PA(x) af:0)) e

s: Branching(pred)(valid: 1 && db:1) - -
pro P poi:2 k: W[PIAngly)]q 0
STR W3,[X4]
Ca
e WIPA(y)I=1
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[HU]; co | co; [HU]

Test (Forbidden) Forbidden execution

AArch64 STRva-STRpte2
TTHM=HA HD Tred?
;;r (i[zlli"(l)"l;:)(o?g)*NEprFDBq:(oa:PA(b), db:0, dbm:1)

{ d STR W1,[X0]
int a; int b;
i WIP. ?(F)] =0 ;rg;?;lg};&%épred)(vaﬁd:l && (db:1 || dbm:1 && hd))
ni

[PTE(X)]=(Oa:PA(a),db:@,dbm:l); STR W1,[X0]
0:X1=1; 0:X0=x; N
N ¢ WPAD)II m: Branching(pred a£0 | 40

g: W[PTE(x)]q=(0a:PA(a), db:0, dbm:1) & : . .
1 :X3=(Oa . PA(b) ’ db: 0, dbm: 1) ’ 1 :X2=PTE(X) ’ ' Init psr%iipv?/ﬁ(fé&%] pmc'mpso}'RwL[XO]
+ p—
b: W[PTE(x)]*NExpAFDBq=(0a:PA(b), dbm:1)

proc:P0 poi:0

PO | Pl; STR W1,[X0]
STR W1, [X@l | STR X3, [X2]; \ Thd/a
™ d: WPTE(x)]q=(0a:PA(b), db:0, dbm:1)

exists(b=1 /\ PTE(x)=(oa:PA(b),db:0, dbm:1)) & WIFTEC)

STR X3,[X2]

arm
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TTD-read-ordered-before

In cat

let TTD-read-ordered-before =

[R & TID & 1Impl; tlbi-after;
[ 1; po; I ]
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[TLBI];

PO,

In English

If there exist Effects E3, E4 and E2 such that all of
the following applies:

E3 is a TLBI Effect (i.e. generated by a TLBI
instruction)

E4 is generated by a

E3 is program-order-before E4
E4 is program-order-before E2
E2is

Any Implicit TTD Read Memory Effect E1 that is
TLBI-before E3 is TTD-read-ordered-before E2

arm



TTD-read-ordered-before

| d: W[PTE(x)]q=(0a:PA(x))
nit

Test (Forbidden) Forbidden execution

m;éd 0

AArch64 V2I-W-DSB.ST-TLBI-DSB.ISH-ISB-R o WETE e A W60

P!

{ STR X2,[X3]
[PTE(x)]=(0a:PA(x),valid:1); “Wii \\\
0:X2=(0a:PA(x),valid:Q); 0:X3=PTE(x); " BsasT

0:X4=x;
; I: TLBI(VAAEL([TLB(x)])
} proc:P0 poi:3

PO ; ! |
STR X2, [X3] ’ m: DSB ISH

proc:P0 poi:4
DSB ISH

DSB ST ; ;i
LSR X9,X4,#12 ; .

TLBI VAAE1,X9 ; procP o

DSB ISH ; %
ISB : // could be any CSE T e

LO: ;

L D R W 1 ’ [ X4 ] ; e: WPA(x)]q=0 p: B{anchir;g(pred)(Validzl && af:1)
Init proc:PO0 poi:6
LDR W1,[X4]

exists(~fault(Po:L0O,x))
{‘

¢ RPAR)]=0

roc:P0 poi:6
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tr-ibA-1; TTD-read-ordered-before & ext

Test (Forbidden) Forbidden execution

\ Thread 0

AArch64 miniMarc@3 & WIRTEOL-(0s PAG), valid 0)
{ STR X7,[X6]
po
X=1 ; : DSB' ISH
PTE(Z) = (Oa: PA(X) ) ; meCs:]I)sOIgKIi[i:z
0:X7=(o0a:PA(x),valid:0); (x invalid entry x) ¢ bo
0:X6=PTE ( X ) ’ P TITII)BOI(V.I_\?EIIS,[TLB(X)])
0: X2=X; 0:X10=z H " meATL]g?k/AAEIIS,XS
1:X2=x; f
} o0 poid
DSB ISH
po
PO Pl ; Thread 1 |
STR X7, [X6] MOV We,?2 ; o pa AP (G PA) o0 o
STR W0,[X2] Init ISB

|

|

LSR X3,X2,12 | STR wWe, [X2] ;

DSB ISH | ; P
|
|
|

X: Br;r;chir_lgl(pred)(validzl && af:l && db:1) i WIPAG)J=1 b: R[gg‘E(z_)]6NEqu:(oa:PA(x))

. roc:P1 poi: . roc:PO poi:
TLBI VAAE1IS,X3 ; e oSO B )
DSB ISH H G

. rd
I S B ’ e: W[PA(x)]=2 t: Branching(pred)(valid:1 && af:1)

proc:P1 poi:1 f proc:P0 poi:6

LDR W5, [X10] | ; STR W0,[X2] LDR W5,[X10]

exists(x=2 /\ 0:X5=1) \\

H o RPAR)=1

PR WA 0]
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po-va-loc; TTD-read-ordered-before & ext

Test (Forbidden)

AArcho64 coRR-pte9
{

(x),valid:0);
1:X4=(o0a:PA(y));
1:X3=PTE(x);
1:X1=x;
}
PO | P1 ;
L1: | STR X0, [X3] ;
LDR W2, [X1] | DSB ISH ;
LO: | LSR X9,X1,#12 ;
LDR W4, [X1] | TLBI VAAE1IS, X9;
| DSB ISH ;
| STR X4, [X3] ;

exists(0:X2=1/\ 0:X4=0 /\ ~fault(PO:L0@,x))
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Forbidden execution

Thread 0

a: RIPTE(x)INExpg=(0a:PA(y))
proc:P0 poi:0

/, LDR W2,[X1]

1: Branching(pred)(valid:1 && af:1)
proc:P0 poi:0

LDR W2,[X1]
iico_ctrl f
b: R[PA(y)]=1
proc:P0 poi:0
LDR W2,[X1]
po

Y
c: R[PTE(x)INExpg=(0a:PA(x))

| & WIPTE(y)lq=(0a:PA(y)) |
Init

i W[PA(_y)]q:1
Init

| h: W[PTE(x)]q=(0a:PA(x))
Init

Tt

ca

ca

Thread 1

proc:PO poi:1
LDR W4,[X1]

o: Branching(pred)(valid:1 && af:1)
proc:P0 poi:1

LDR W4,[X1]

iico ctrl f

d: R[PA(x)]=0
proc:PO poi:1
LDR W4,[X1]

e—

J: WIPA(X)]q=0
Init

e: W[PTE(x)]q=(0a:PA(x), valid:0)
proc:P1 poi:0
STR X0,[X3]

F

s: DSB ISH
proc:P1 poi:1
DSB ISH

b

w: TLBI(VAAEIIS,[TLB(x)])
proc:P1 poi:3
TLBI VAAE1IS,X9

0

x: DSB ISH
proc:P1 poi:4
DSB ISH

F

£: W[PTE(x)]q=(0a:PA(y))
proc:P1 poi:5
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