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WHO AM IWHO AM I

Alex Bennée

Senior Virtualisation Engineer @ Linaro

 Tech Lead

IRC: stsquad/ajb-linaro

Project Stratos
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https://collaborate.linaro.org/display/STR/Stratos+Home


PROJECT STRATOSPROJECT STRATOS

High Performance VirtIO

Standardised hypercalls

Boot orchestration

VM's with safety islands
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TOPICSTOPICS

Intro to VirtIO

Deployment scenarios

Project Stratos Implementations

Limitations and Further work
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HISTORYHISTORY

Merged in  (2007)

OASIS v1.0 (2016)

OASIS v1.1 (2019)

v2.6.24

OASIS v1.2 (2022)
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=ec3d41c4db4c
https://docs.oasis-open.org/virtio/virtio/v1.2/csd01/virtio-v1.2-csd01.html


TERMINOLOGYTERMINOLOGY

Guest OS

VirtIO Front-end

Device Driver

Transport

PCI, MMIO, Channel I/O (s390x)

Host OS

VirtIO Back-end
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HOW IT WORKSHOW IT WORKS
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TYPICAL DEVICE EMULATIONTYPICAL DEVICE EMULATION
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TYPICAL VIRTIO TRANSACTIONTYPICAL VIRTIO TRANSACTION
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VIRTIO DEVICESVIRTIO DEVICES
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DEVICE TYPESDEVICE TYPES

virtio-net virtio-block virtio-console
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DEVICE TYPESDEVICE TYPES

virtio-net virtio-block virtio-console

virtio-scsi virtio-rng virtio-balloon
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DEVICE TYPESDEVICE TYPES

virtio-net virtio-block virtio-console

virtio-scsi virtio-rng virtio-balloon

virtiofs vsock
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DEPLOYMENTSDEPLOYMENTS
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TRADITIONALTRADITIONAL

Driver

VFS

reads eventFD
copies vq[n]
writes buffer

VMM

Disk

vmexit

vq

vq_add

write(fd, "foo");

_SYS_write

eventFD

kick

Driver

vq

VFS
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SEPARATE BACKENDSSEPARATE BACKENDS

Storage
(Flash, Secure Flash)

virtio fsdVMM
(e.g. QEMU)

Host

VM rootfs

HW Compute
(CPUs, GPUs, Accel)

Host Kernel

Minimal Guest Kernel

OCI Runtime

Guest VM

Workload
(container)

Workload
(container)

Volume FSNetwork

I/O
Network, USB, Peripherals
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CROSVMCROSVM
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DRIVER DOMAINSDRIVER DOMAINS
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CLOUD NATIVECLOUD NATIVE
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HW DEPLOYMENTHW DEPLOYMENT
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PROJECT STRATOS IMPLEMENTATIONSPROJECT STRATOS IMPLEMENTATIONS

5 . 1



NEW VIRTIO-DEVICESNEW VIRTIO-DEVICES

virtio-scmi

virtio-rpmb

virtio-rng

virtio-gpio

virtio-i2c
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SCMISCMI

System Control and Management Interface

Power, performance and system management

Often resides in firmware

Access through Secure Monitor calls

SMC or HVC
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VIRTIO-SCMIVIRTIO-SCMI
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VHOST-USER DAEMONSVHOST-USER DAEMONS

userspace daemons

using rust-vmm

portable* between hypervisors
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VHOST-USERVHOST-USER
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RUST-VMMRUST-VMM

Component approach

Run loops (vm control)

Memory management

VirtIO devices

Other device emulation

crates.io
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VHOST-DEVICE CRATEVHOST-DEVICE CRATE

Device emulation

i2c

rng

gpio

RFCs

vsock

virtio-scsi
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OXERUN CRATEOXERUN CRATE

Xen Hypercalls

ioctl via kernel

direct bare metal
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XEN-VHOST-MASTERXEN-VHOST-MASTER
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FUTURE WORKFUTURE WORK
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IMPROVE XEN APIIMPROVE XEN API

More standard mmap

direct irqfd/eventfd routing
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ISOLATIONISOLATION

just started exploring

fat virtqueue

iommu/grants vs regions

6 . 3



BARE METAL RUSTBARE METAL RUST

re-use exiting VirtIO logic

but without POSIX layer
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JOIN US!JOIN US!

Fortnightly Sync

Project Stratos Homepage

Mailing List
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https://linaro.atlassian.net/wiki/spaces/STR/overview
https://op-lists.linaro.org/archives/list/stratos-dev@op-lists.linaro.org/


QUESTIONS?QUESTIONS?
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EXTRA SLIDESEXTRA SLIDES
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